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Abstract

A verification case study of a complex real-time system from the
automotive area, an emergency brake assistant, is conducted. In par-
ticular the application and usefulness of formal methods in the refine-
ment process during the design of a large system is investigated, where
we mean by “large system” a system which cannot be formally verified
as a whole due to its complexity. We establish that the application
of formal methods in the early phase of a system design is beneficial
despite the limits of current tools. Useful directions of further work to
improve the verified design of safety-critical systems are also shown.

1 Introduction

The formal verification of safety-critical real-time systems are becoming a ne-
cessity as the complexity of systems grows. Several case studies, see for
example [12, 22, 7, 17], have demonstrated the possibility of verifying real
world real-time systems with existing tools [14, 6, 3, 16] based on the timed
automata model [2, 1]. However, every approach of formal verification suf-
fers from the state explosion problem, that is, the state space of a model is
of prohibitive size for a thorough analysis in general. This problem is the
reason why in the aforementioned case studies only rather small, although
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not trivial, models were used. However, a technical product is usually com-
posed of a number of components possibly developed independently which
by themselves might be of rather small size, but the final product reaches
a high degree of complexity. In the formal verification of such large real-time
systems lies the challenge we address.

In this paper we conduct a case study of designing a large system with
the focus of formal verification during the design process. We show that the
use of verification methods already in the early phase of the system design
is beneficial even when the final product cannot be completely verified. The
modeled system is an emergency brake system of a car. It consists of a radar
coupled to an adaptive cruise controller (ACC), an emergency brake system
(EBS), and a brake. The ACC, the EBS, and the brake are connected via
a controller area network (CAN). All components, the radar, the brake, the
ACC, the EBS, and the CAN, are modeled on a functional level with time
constraints using the timed automata [2] formalism of the UPPAAL model-
checker [12]. We define a number of properties in UPPAALs subset of timed
computation tree logic (TCTL) [1] that our model should satisfy. We chose
automata as a modeling language and TCTL as specification language since
it is a very natural and well investigated combination of methods to approach
the formal verification of real-time systems. In general, we cannot hope for
verifying large systems as such since the model-checking of TCTL formulas
on timed automata is PSPACE-complete. Similar hardness results exist for
alternative formalisms useful for real-time system verification. However, this
does not mean that model-checking techniques are useless in practice. Actu-
ally, we hope to convince the reader of this paper that also computationally
hard procedures can be put into use in the design process of large systems.

Related work. The possibility of formal verification of real-time systems
has been demonstrated in several case studies. The three topics relating
best to our example are [17] (verification of a gear controller in UPPAAL),
[10] (a component model for embedded applications in vehicular systems; an
adaptive simple cruise control system is analyzed as an example) and [21, 18,
15] (verification of the CAN bus system). In all these cases the considered
systems are less complex than our example and could be verified as such
in UPPAAL. The aspects of partial verification in the development process
were not considered.

A number of tools supporting the component based development of em-
bedded systems have been proposed, see for example [11, 19, 24]. In par-
ticular the SaveCCM [10, 4] approach features the employment of formal
methods for the verification of real-time systems during development using
timed automata and the UPPAAL model-checker. However, the verification
of a large system is not investigated there.
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Organization of this paper. We start by introducing our modeling
and specification languages, that is, the timed automata and TCTL versions
of UPPAAL in Section 2. This part might be skipped in a first reading and
referred to later for definitions and notation. The system to be modeled is
described in Section 3. The core of this paper is Section 4 where we describe
the design of an emergency brake assistent on an abstract and a refined level
with the focus on the use of formal methods for verification. We illustrate
how verification methods can be integrated and put to use in a design process.
We conclude with Section 5.

2 Timed Automata and Logic in UPPAAL

This section provides the necessary notation for the modeling and verification
tasks in the rest of this paper. We refer to [2] and [1] for the more detailed
description of timed automata and TCTL, respectively, and to [23] for an
up-to-date and more thorough introduction to UPPAAL.

We consider an automata theoretic framework with a dense time universe
as modeling language of real-time systems. A system is a finite automaton,
called timed automaton, equipped with a finite set of variables over the
nonnegative reals R+, called clocks. All clocks are synchronized, that is,
they run at the same speed, and can be reset to zero. A timed automaton
is described by a finite set of locations and a finite set of jumps between
locations. Time progresses when the automaton is at a certain location
whereas jumps are supposed to happen with no time elapsing.

Let N denote the set of naturals and X denote a finite set of clocks. Then
Φ(X) denotes the set of all conjunctions over atomic formulas of the form
x ∼ c or x − y ∼ c where x, y ∈ X and c ∈ N and ∼ ∈ {<,≤,=, 6=,≥, >}.
The elements of Φ(X) are called clock constraints in the following. Let
a function ν : X → R+ be called clock valuation and V(X) denote the set
of all clock valuations of X. Let ν + δ denote the clock valuation ν ′ with
ν ′(x) = ν(x) + δ for all x ∈ X, and let (reset Y in ν) denote the clock
valuation ν ′ where ν ′(x) = 0 if x ∈ Y and ν ′(x) = ν(x) otherwise. A clock
evaluation satisfies a clock constraint ϕ if every clock x in ϕ is substituted
by ν(x) and then evaluates to true in the obvious way.

A timed automaton can control its behavior with the use of clocks in
the following way. Every location is equipped with a clock constraint called
invariant. A timed automaton may stay in one location as long as its invariant
is satisfied. Jumps between locations are labeled with an action a, a clock
constraint ϕ, called guard, and a set Y ⊆ X of clocks. A timed automaton
takes a jump to a location p when action a arises, the guard ϕ and the
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invariant of p are satisfied by the current setting of the clocks and all clocks
in Y are set to zero. Let us be more formal.

Definition 1 (Timed Automaton — Syntax). A timed automaton A is
a tuple (L,L0,Σ, X, I, E) where L is the finite set of locations, L0 ⊆ L
is the set of initial locations, Σ is the finite set of actions, X is the fi-
nite set of clocks, I : L → Φ(X) takes every locations to its invariant, and
E ⊆ L× Σ× Φ(X)×X × L is the set of jumps.

A timed automaton defines a transition system modeling the possible
behavior of the system.

Definition 2 (Timed Automaton — Semantics). A timed automaton A given
by (L,L0,Σ, X, I, E) defines a transition system M(A) = (S,Σ ∪ R+,⇒)
where S = {(p, ν) ∈ L×V(X) | ν satisfies I(p)} and ⇒ ⊆ S × (Σ∪R+)× S
with

• (p, ν)
a

=⇒ (q, reset Y in ν) if (p, a, ϕ, Y, q) ∈ E and ν satisfies ϕ and
(reset Y in ν) satisfies I(q),

• (p, ν)
δ

=⇒ (p, ν+δ) if δ ∈ R+ and ν+δ′ satisfies I(p) for all 0 ≤ δ′ ≤ δ.

A state (p, ν) ∈ S is called initial state if p ∈ L0 and ν(x) = 0 for all x ∈ X.

The timed automata approach supports modular modeling in the sense
that two automata can be composed (that is, taking the product) to one
automaton showing the behavior compatible with both of them. For that,
the set of actions is partitioned into send actions (marked with an “!” in
UPPAAL), receive actions (marked by a “?” in UPPAAL), and an internal
action (denoted by the empty string in UPPAAL). Two automata synchronize
their actions when one performs an a! action and the other performs an a?
action simultaneously where a is called channel.

Given two timed automata A1 and A2, we can construct a timed au-
tomaton, denoted by A1 ‖ A2, which is the composition of A1 and A2 where
the set of locations of the product automaton is the product of the sets of
locations of A1 and A2 and jumps either take place in the respective compo-
nents, when they are internal, or at both components simultaneously, when
a send action and its respective receive action are accepted by A1 and A2,
respectively. Invariants and guards are formed by the conjunctions of the
respective clock constraints of A1 and A2.

UPPAAL provides some additional features to help the modeling pro-
cess. For example, local and global variables of finite domain, like booleans,
bounded integer variables, and finite arrays of variables, can be defined and
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updated when jumps are performed. Also urgent and commited locations
can be defined, those are locations with an extra invariant x ≤ 0 where x is
a new clock initialized to zero when the location is entered, that is, one is not
allowed to spend time at that location but has to move on immediately. In
a situation where several jumps at a certain point of time have to be taken
simultaneously, leaving a commited location is prefered over other jumps.
There are also broadcast channels in UPPAAL where the send action of one
automaton and the receive actions of several automata are synchronized.
See [23] for more details on timed automata in UPPAAL.

The specification language of UPPAAL is a subset of the timed compu-
tation tree logic (TCTL) [1]. We briefly introduce that subset here.

Definition 3 (Specification Language). Let ψ, ψ1, and ψ2 be boolean ex-
pressions over predicates on locations, integer variables, or clock constraints.
Then the specification language Θ of UPPAAL is the smallest set such that

• A[]ψ and A<>ψ and E[]ψ and E<>ψ are in Θ and

• ψ1 --> ψ2 is in Θ.

Intuitively, A[]ψ stands for “invariantly ψ” and A<>ψ stands for “always
eventually ψ” and E[]ψ stands for “potentially always ψ” and E<>ψ stands
for “possibly ψ” and ψ1 --> ψ2 stands for “ψ1 always leads to ψ2.” Let us
be more precise. A transition system M(A) and a state s satisfy a formula
ϑ ∈ Θ, denoted by (M(A), s) |= ϑ, if ϑ = A[]ψ and for all paths ρ in M(A)
beginning in s the proposition ψ holds in all states of ρ, if ϑ = A<>ψ and for
all paths ρ in M(A) beginning in s the proposition ψ holds in some state of
ρ, if ϑ = E[]ψ and there exists a path ρ in M(A) beginning in s such that
proposition ψ holds in all states of ρ, if ϑ = E<>ψ and there exists a path ρ
in M(A) beginning in s such that the proposition ψ holds in some state of ρ,
or if ϑ = ψ1 --> ψ2 and A[] (¬ψ1 ∨ A<>ψ2).

3 An Emergency Brake Assistant

A cruise control system is a controller application which adjusts the speed of
a car to a user specified value (target speed). In addition, an adaptive cruise
control system (ACC) uses a radar or laser device to detect other vehicles on
the road and to adjust the target speed accordingly.

For example, if the ACC detects a car driving in front which is situated
within a defined minimum distance, the target speed is decreased. As soon
as no obstacles are found within the minimum distance anymore, the target
speed is again increased to the user defined value. Today’s adaptive cruise
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control systems are able to slow down the car in a specified range of decel-
eration. Nowadays no emergency braking is performed out of safety reasons
because the danger of false braking and resulting accidents is too high.

Current developments in automotive system design are heading towards
a stronger interference in the cruising process because many accidents can
only be prevented in this way. An example of such a stronger interference
is the Brake Assist PLUS in the new Mercedes S-Class. Such a system de-
tects emergency situations with the radar sensors and puts the appropriate
amount of pressure onto the brakes as soon as the driver starts the braking
process. A further step in this direction is the brake assistant which is al-
lowed to execute emergency braking independently of a driver’s command.
The emergency brake assistant (EBA) used for the demonstration of our
methodologies is supposed to fulfill this requirement.

To ensure safety properties in such a highly safety relevant application,
all possible methods of safety insurance should be applied. Our contribution
focuses on the specification of the overall system and its separate parts with
timed automata.

The following system specification is designed independently of real data
but is meant to give a possible specification for such a system. Like most new
automotive applications, the EBA is based on already existing components
and embedded control units (ECU). In the case of the EBA these are the ACC
ECU, which uses radar information to calculate obstacles and their distances,
and the brake ECU, which calculates the appropriate brake pressure out
of the current situation (e.g. different weight on each wheel) and a given
deceleration value (by driver, ACC, etc.). The new emergency brake system
(EBS) ECU takes into account the distance and relative speed in order to
calculate whether the car is in an emergency situation or not. All mentioned
ECUs communicate via the CAN bus [8].

The verification process needs not only a system model but also properties
which are to be verified. In our application, such properties might be the
following ones:

1. Is the emergency brake activated after an emergency situation has been
sensed for a maximum time of 30ms?

2. Is the system deadlock-free?

3. Do ECU-tasks consume less time than their period lengths (deadline)?

Assuming a time base of 1µs, we can transform these properties into the
following UPPAAL TCTL formulas:

1. Radar.Close --> (EBS.EmergencyBrake and CloseTimer <= 30000)
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2. A[] ( not deadlock)

3. A[] (ECU.TaskFinished imply ECU.Timer <= Deadline)

4 A Verification Case Study

The EBA application as defined in the previous section is a system of high
complexity since eight components, which work concurrently, can be derived
from its informal description. Formal descriptions of similar complex sys-
tems, including the verification of non trivial system properties, are so far
not known to the authors. The reason for this can be found in the state
explosion problem. This problem stands for every verification effort due to
its computational complexity. However, a specification process will be intro-
duced, which is supposed to take a maximum possible benefit out of existing
tools on several levels of abstraction of the system design.

As ECUs and software components can be reused, their specifications
might also be used again. For example, the common element in almost every
automotive application, the CAN bus, can be reused. The model in Figure 1
was adopted from [15]. This model could have been delivered by an automo-

Figure 1: CAN-Transceiver adopted from [15].

tive supplier of the communication hardware as well. The presented CAN-
transceiver in Figure 1 has to be instantiated for every CAN-communicating
ECU model. A specific CAN-transceiver negotiates the bus arbitration pro-
cess with the transceivers of other ECUs. The transceiver which wins the
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arbitration process receives access to the bus. The bus itself is designed as a
mutual exclusion resource (Figure 2).

Figure 2: Model of the communication bus.

The system components are designed with regard to different abstraction
levels. Therefore, a basic system specification looks as follows:

Radar. An activated radar system sends radar waves from all available
emitters simultaneously. After a delay of at least 10µs the radar sensors
start the detection mode. As soon as returning waves are detected or a
maximum time border is reached, the results can be transferred to the ACC
on request. After finishing the transfer of the results, the next cycle starts
with a maximum delay of 3ms by emitting radar waves.

Adaptive Cruise Control (ACC). The ACC ECU is executed peri-
odically every 5ms. The calculation of the obstacles, the delta speed and an
appropriate target speed takes at least 1ms and a maximum of 3ms. Imme-
diately after this calculation the results are sent to the bus.

Emergency Brake System (EBS). The EBS ECU is executed period-
ically every 10ms. The decision of whether an emergency braking is required
takes at least 200µs and a maximum of 5800µs. The result is again sent to
the bus immediately.

Brake. If the brake detects the need for an emergency braking, signalled
by the EBS ECU, the calculation of the appropriate brake pressure has to be
finished in less than 500µs. The results calculated by the brake (e.g. weights,
ABS situation, etc.) are also sent to the bus afterwards.

The textual descriptions of all system components are transformed into
timed automata as shown in Figure 3. In addition to the timed automata, the
system needs declarations of used parameters and variables. Such parameters
are for example the IDs of the transceivers, which define the communication
prioritisation1. We choose these IDs according to the deadline length (brake
= 1, ACC = 2, EBS = 3).

In order to verify the properties specified in Section 3, some models have
to be adapted without changing the functional or timing behaviour. For

1The lowest ID equals the highest priority.
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Figure 3: Basic models of the Radar (a), ACC (b), EBS (c) and Brake (d).

example, the verification of the deadline compliance additionally needs an
urgent location TaskFinished in front of the task period synchronisation lo-
cation (which is not shown in the above pictures).

The following properties where chosen to be checked on the described
system:

1. A[] ( not deadlock) [true]

2. A[] (ACC.TaskFinished imply (ACCTimer <= 5000)) [not satisfied since
ACCTimer can reach 5344µs]

3. A[] (EBS.TaskFinished imply (EBSTimer <= 10000)) [satisfied since
EBSTimer does not exceed 7282µs]

4. A[] (Brake.TaskFinished imply (BrakeTimer <= 5000)) [satisfied since
BrakeTimer does not exceed 1820µs]

5. Radar.Close --> (Brake.EmergencyBrake and (CloseTimer <= 30000))

[satisfied since CloseTimer does not exceed 27830µs]

The analysis of the ACC deadline compliance (property 2) verifies that at
least one execution path exists which takes more time than the 5ms deadline.
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The counter example delivered by UPPAAL states that the ACCTimer can
have value 5344µs in the TaskFinished location, which is reached on a path
where the EBS communication starts shortly before the ACC communication.
When the ACC transceiver tries to gain access to the bus, also the brake is
ready to communicate and so preempts the ACC. Therefore, changing the
priorities (brake = 2, ACC = 1, EBS = 3) is one possible solution to satisfy
the mentioned properties. In this new configuration all properties can be
verified to be true.

After the first step of system specification and verification, the model
components can be refined. This leads to the addition of more functional
details to the system. In a typical automotive development, this task should
be done in accordance with the different development teams of the different
ECUs.

Refinement can be achieved in various ways. It is possible to add lo-
cations, transitions, variables and new concurrent processes2. In Figure 4
one can see a possible refinement of the basic radar model (Figure 3 (a)).

Figure 4: The refined radar model.

New locations and transitions were added to describe the influence of the
obstacle distance (NoObstacle, Distant, Close) on the detection speed. In
the presented model the radar accesses a Distance variable, which is sup-
plied by an environment simulator. This simulator changes the speed of two
simulated cars to calculate a distance change in a predefined range.

The timing properties of the basic and refined model should be identical,
because the newly introduced locations represent the former DetectWaves

location, and the union of the new locations fulfills the former invariant. But
the reliability of the transformation still has to be shown in a formal way

2For example an environment simulator.
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to keep the verification results valid. In addition to the already mentioned
refinements, a radar calculated distance value is now passed to the refined
ACC (Figure 5).

Figure 5: The refined ACC model.

The refined ACC calculates the relative speed, which is sent to the refined
EBS (Figure 6). There, the decision of whether or not an emergency braking

Figure 6: The refined EBS model.

is required is taken. This decision does not only depend on the relative speed
(higher speeds lead to earlier emergency brakings) but also on the distance
to the obstacle. The result is sent to the bus so that a previously activated
emergency brake might also be stopped.

The refined brake, in contrast to the basic version, retards the speed in
the case of an emergency braking as shown in Figure 7.

If we try to verify the properties which we have already proved to be
true for the basic model, the verifier tool fails, because the memory limits of
a 4 GB RAM machine are exceeded. Here, we reach the limit of the applica-
tion of UPPAAL in our example. Nevertheless, some local properties could
still be shown using larger computation resources. However, the main point
of our example is that the use of a formal tool does still have its advantages
when employed in the early phase of a design process. As we have seen above,
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Figure 7: The refined brake model.

a design flaw was discovered then and eliminated. On the other hand, the use
of basic level models is also limited. As every abstraction from a real system
should only lead to a more general model, the verification results of models
which are too abstract might not be helpful, because they might not show
certain desired properties. Our analysis showed, for example, that the use of
the presented CAN model is necessary on every abstraction level. A simpler
and more abstracted communication model, e.g. without arbitration, leads
to highly overestimated time bounds, especially for the safety relevant com-
ponents which are treated preferably by the arbitration process. If we use
a model without arbitration, i.e. choosing the winning transceiver randomly,
it is impossible to prove the deadline compliance anymore.

Most important in the refinement is to keep the already verified properties
valid. That is, one would have to check that the refined model is in some
way related to the abstract one in order to allow certain results from the
verification of one model to carry over to the other one. There exist several
approaches to relate a refined model to its abstract one; see for example [5, 9,
13, 20]. For our purpose, the most intuitive is probably the following: Let A
be the refined version of an abstract timed automata B, then the behaviour
of A should be mimicked by B, that is, every step of A can be done by B as
well, for A is supposed to be a more detailed (restriced) description of the
more generic design B. We say that B simulates A. This idea of refinement
is captured in the following two definitions.

Definition 4 (Simulation Relation — Transition Systems). A transition sys-
tem (S,A,⇒S) is simulated by a transition system (T,B,⇒T ), if a relation
R ⊆ S × T exists such that for all (s, t) ∈ R we have

s
a⇒S s

′ implies ∃t′ ∈ T such that t
a⇒T t

′ and (s′, t′) ∈ R .

The relation R is called simulation relation.

Definition 5 (Simulation Relation — Timed Automata). A timed automa-
ton A is simulated by a timed automaton B, denoted by A � B, if M(A) is
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simulated by M(B) with a simulation relation R such that for every initial
state s0 in M(A) exists an initial state t0 in M(B) such that (s0, t0) ∈ R.

The language L(A) of an automaton A is the set of all execution se-
quences of A. Note that simulation is more strict than language inclusion,
that is, A � B implies L(A) ⊆ L(B). However, the converse does not hold.
Indeed, the language inclusion problem for timed automata is undecidable [2]
whereas the simulation relation (and also the bisimulation relation [5]) can
be decided in EXPTIME [20]. The authors of [20] have implemented a simu-
lation checking procedure in the COSPAN verifier [3], that is, given a relation
between two automata we can check if it is a simulation relation. However,
giving the simulation relation in each design step is probably not very prac-
ticable. A fully automatic check would be more interesting. In UPPAAL
there is no support at all for checking a refined design. Future work on this
topic would be of great interest.

5 Conclusion

Today’s complex embedded real-time systems require automated verification
methods when it comes to safety relevant applications. On the other hand,
the state explosion problem sets boundaries to the application of verification
methods and tools.

This paper presents a case study which sketches a methodology which
puts the current tools to use in the design process of more complex systems
than those investigated in the past. This is achieved by the early use of formal
methods in a design process which is based on refinement so that different
levels of abstraction of the same components are verifiable. Our case study of
an emergency brake assistant shows the feasibility of the proposed method.
The example shows that design errors can be found on the abstract system
level while only local verifications are possible on the more refined levels.
The limits of current tools are perceptible in our case study, as well, which
points out useful ways for further research.

To keep the verification results valid over all abstraction levels, the re-
finement process (from the basic model to the refined model) itself has to
be verified. A possible theoretical approach to reach that goal has also been
discussed in this paper.

The main results of our case study can be summed up in the following
points: (1) Formal verification is useful in the design of safety critical systems
these days when employed at an early stage of the development. (2) Tool
support for checking the formally correct refinement of a system is desirable.
(3) The verification of compositional designs is not sufficiently considered in
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current tools and might offer better ways to push the limits of verification
than addressing the state explosion problem alone.
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