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Static Analysis of Software Systems

To distinguish it from dynamic analysis
Dynamic Software Analysis

Static analysis may is applied to the program code to check the programs
quality for various concerns, some examples:

Clone detection Bauhaus
Code metrics JavaNCSS
Coding conventions Checkstyle

Fault patterns FindBugs
Architecture analysis Sotograph
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Dynamic Analysis of Software Systems

Dynamic Software Analysis

Dynamic analysis.

orte @nalysis of data gathered from
a running program,

has the potential to

provide anf accufrtate picture
of a softwaresysen ior.
because it exposes the System's actual bEhaVIO

This picture can range

from| 2 ss-level details
up to

high-level .
ngh |teCtura| Vlews - (Cornelissen et al. 2009)
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Dynamic Analysis of Software Systems (contd)

cialviiil
.

Dynamic Software Analysis

nefits over static analysiSare
ili i i tion and, in the context of
ilability of runtime informa nd, in nt
o ava“ited syoftware, the €XpOSUre of object identities
on of late binding.

Among the be

object-oriel .
and the actual resoluti

adrawback ,,

that dynamic analysi
YSIS can only provide g arﬁa, .
of the system ie., the i e

results obtaineq are valid for the

sceparios that were exercised
during the analysis.

(Cornelissen et al. 2009)
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Dynamic and Static Analysis of Software

Dynamic Software Analysis

Static analysis alone is not sufficient to study the internal behavior of
software systems comprehensively
e Continuous monitoring allows to gather a system’s actual runtime
behavior resulting from production usage profiles
e So, how to collect runtime data from running systems? — Instrumentation
Profiling — employed in development environments
Monitoring — employed in production environments
An comprehension of the requirements of system operation is required
to do the right things at development time

e Instrument upfront!
¢ Integrate with continuous integration and delivery.
e Have you heard of DevOps ?
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How does Monitoring work?

Example instrumentation: Measuring response times
Dynamic Software Analysis

-
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9 ©
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21 ggs
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10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

gs Instrumentation

o Visualization of results

86 long tin = System.currentTimeMillis(); “)
87 ID
88 long tout = System currentTlmeMnllls() 2\\
89 System.out.printf("C lo Ok;%s;%s", tin, tout);

2 Statistical

91 Catalog;getBook;1273333822196;1273333822202 .
analysis

Catalog;getBook;1273333823197;1273333823199
Catalog;getBook;1273333824198;1273333824200

R Catalog;getBook;1273333825199;1273333825201

Program execution Catalog;getBook;1273333826200;1273333826202

Monitoring log

Challenges

Flexibility (instrumentation, changing log formats), runtime overhead, data volume, data
distribution, online analysis, legacy systems, ...
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Continuous Monitoring — Design Decisions

To cope with the previously listed challenges [van Hoorn et al. 2009a] cialviiil
Dynamic Software Analysis

Type of Monitoring Probes
Depends on analysis goals

Number and Position of Monitoring Points
Trade-off between performance overhead and information quality

Consideration of the Induced Monitoring Overhead
During continuous operation: only small overhead acceptable

Physical Location of the Monitoring Log/Stream
E.g., database, file system, queue, distributed deployment

Integration into the engineering process
Model-Driven Instrumentation & Analysis.

Intrusiveness of Instrumentation
Don’t mix monitoring logic with business functionality — AOP
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Agenda

Kieker Monitoring & Analysis Framework

brechts-Universitit zu Kiel

.ﬂ/ o
Kieker Monitoring & Analysis BICKEL tosps a oy on yursovare

htp:/Kieker-monitoring.net

Framework ; oynarmic

Discovery
@ Continuous moritoring and feedback (sel-*) o Extraction ofarcitectural models
 Avchitecture-based performance analysis © Extraction of usage profies

‘© Automatic anomay detection and diagnosis © Reverse engincering oflegacy systems
. g'and .

Non-ntrusive
Instrumentation|
3

Monltoing Probe ‘

Pipes and Fiters

£
i
s

Extensible.
Architecture |

Iy

Online and
Offline.
Analysis |

DS kieker-
% monitoring.net
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Framework Features & Extension Points

Essential Characteristics [Rohr et al. 2008, van Hoorn et al. 2009b; 2012]

Kieker Monitoring & Analysis Framework

o Kieker.Monitoring gg Manual Aspect) Serviet Spring
174 S35 cxrisoap Ve, COBOL,
..’ TI @ @ I:F §§ 'E <custom interception technology>

7 @2 32 % o CPU utiization
) . . . 23] 22 3 S Memonusene
e Modular, flexible, and extensible architecture 1 R
(Probes, records, readers, writers, filters etc.) s <eustom monitoring probe>
. . . . . g Systemtime
e Pipes-and-filters framework for analysis configuration I ig <custom time source>
S . . . . . . Interface - File system Database (SQL) TCP/IP
e Distributed tracing (logging, reconstruction, visualization) 5 Jova ossagig Sovio (45)
. . . %§ Java Management Ext. (JMX)
e | ow overhead (designed for continuous operation) | [——————

e Evaluated in lab and industrial case studies —— e e

Control-flow events

- g EWE ,, % > BB (Gouizsion! Worryinep sege
| 77O coler  ciatapgre NORDBANK XING gg Resource utization —
Monitoring s (GurroutBine]
: ; ; togsirean | <custom mnioring rocord type>
Kieker is open-source software (Apache License, V. 2.0) Filasysiom
Java Messaging Service (JMS)
http://kieker-monitoring.net g; Java Management Ext. (JMX)
ii Database (SQL) TCPIP
N s
Recommended Tool of the SPEC Research Group <custom montorng reade
2 Performance Analysis
Kieker is distributed as part of SPEC RG'’s repository i 3 § 7§ oo
of peer-reviewed tools for quantitative system 228 C 2§ coomn
evaluation and analysis, P
http://research.spec.org/projects/tools.html £ 27 <cusom reconstucton pag-n>
TSRS
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Overhead Evaluation

[Waller and Hasselbring 2012]

Kieker Monitoring & Analysis Framework

580

O Writing (W)

O Collecting (C)

560 B Instrumentation (1)
O Method Time (T)

540

520

30,0

Execution time (median in s)

6,8

330

124 8 16 32 64
Recursion depth (number of successive method calls)

500

Experiment similar to:

A5 AsyncFS writer 16 cores whole system is available
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Kieker: Dynamic Analysis Workflow

[van Hoorn et al. 2012]
Kieker Monitoring & Analysis Framework

Measurement
Monitoring log/stream

T

&

Aspect//DTO//EN

}
)

Monitoring Probe

Software System with Monitoring Instrumentation Online and Offline Visualization
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Core Kieker Framework Components

Kieker Monitoring & Analysis Framework Universitat zu Kiel

Kieker.Monitoring

g

Monitoring itoril A Monitoring - .Anal.ysis. !
Probe ng Reader | Visualization
Plugin

Java probes/samplers: + basic adapters for Operation execution
59 Manual instrumentation ® C#/.NET ] Control-flow events
H §§_’ Aspect)  Spring ® Visual Basic 6/COM g CPU utilization Memory/swap usage
i 3 sevet  CXFISOAP e COBOL ] [ Resaii utizztion
3 <your interception technology> =8 Current time
% gg g'l g CPU utilization <your monitoring record type>
3 33 @ % Memory usage
H gﬁ <your technology>
<your monitoring probe>
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Core Kieker Framework Components

Kieker Monitoring & Analysis Framework brechts-Universitat zu Kiel

Kieker.Monitoring Monitoring Log/Stream Kieker.Analysis

Time Pipe & Filter Configuration
Source

213 Q g g

Monitoring o Monitoring Monitoring ol Monitoring Analysis
Probe Controller © Writer i5 Reader Visualization
Plugin

ee
Periodic & IMX
Sampling Interface

File system

Java Messaging Service (JMS)
Java Management Ext. (JMX)
Database (SQL)

Named pipe

=
s
3
g
s
H
2
kS
g
2
g
]
g
@

<your monitoring reader/writer>
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Core Kieker Framework Components

Kieker Monitoring & Analysis Framework

Kieker.Monitoring Monitoring Log/Stream Kieker.Analysis

Time Pipe & Filter Configuration

Source
2 Q| E ] ] g
Monitoring ) Monitoring -1, Monitorin: i B¥ [ Monitoring Analysis / Analysis
© 9 Reader visuaiization ||| R&M Controtier

Probe Controller Writer Record
Plugin

>0
Periodic & IMX
Sampling Interface

o

_'50. p-4 ﬁ' % Dependency graphs
4o $ & ¢
é o % ® 9 Sequence diagrams
[z 2 3 B
2 ERCS Call graphs
= s S
5 (_'E g @ <your visualization>
5 I
g g @ <your trace analysis>
= B3l
& I <your reconstruction plugin>
s 1B
a

<your analysis plugin/tool>
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Program Instrumentation (Here: Manual)

Example: Monitoring Operation Executions

Kieker Monitoring & Analysis Framework

Application code: Monitoring probe code (schematic):

// BEFORE execution to be monitored
if (!isMonitoringEnabled()) {
collectDataBefore() ;

}
public void getOffers() {

// EXECUTION to be monitored:

catalog.getbook(false) ;
} // AFTER execution to be monitored

if (!isMonitoringEnabled()) {
collectDataAfter();
writeMonitoringData() ;

}

Instrumentation — Getting the monitoring probe into the code
@ Manual instrumentation
@® Aspect-oriented programming (AOP), middleware interception, ...
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AOP-Based Instrumentation by Annotation

clalviii

Kieker Monitoring & Analysis Framework

aspect
B —
weaver

languages

basic functionality program

woven output code

< aspect
/) description
— programs

11

12 @OperationExecutionMonitoringProbe
13 public void getOffers() {

14 catalog.getBook(false);

15 }

16 }

Annotation-based (AOP) instrumentation for monitoring trace information
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Full Instrumentation with Kieker

Kieker Monitoring & Analysis Framework

Listing 1: META-INF/aop.xml

<!DOCTYPE aspectj PUBLIC "-//AspectJ//DID//EN" "http://wuw.aspectj.org<
/dtd/aspectj_1_5_0.dtd">
<aspectj>
<weaver options="">
<include within="*"/>
</weaver>
<aspects>
<aspect name="kieker.monitoring.probe.aspectj.operationExecution.<>
OperationExecutionAspectFull"/>
</aspects>
</aspectj>

Start the monitored application:

$ java -javaagent:lib/kieker-1.8_aspectj.jar BookstoreStarter
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Analysis Configuration with Kieker

Example Pipe-and-Filter Configuration
Kieker Monitoring & Analysis Framework

operationExecutions <<Filter>> anomalyRatings
: Performance anomaly filter
;
systemModel anomalyRatings
<<Reader>> : pA
: FS reader [ outputPort : LT
<<Filter>>
: : Anomaly graph plotter
v
<<Repository>>

: System model repository

Workload Anomaly Detection

Tvocationsiminute [x 1000]
Anomaly score
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Textual Analysis Configuration

Kieker Monitoring & Analysis Framework

OPlugin(outputPorts = {
Q@OutputPort (name = "eventCount", eventTypes = { Long.class })})
public final class CountingFilter extends AbstractFilterPlugin {

O@InputPort (name = "inputEvents", eventTypes = { Object.class })
public final void inputEvent(final Object event) {
final Long count = this.counter.incrementAndGet();

super.deliver ("eventCount", count);

}
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Graphical Analysis Configuration

Web User Interface [Ehmke 2013]

Kieker Monitoring & Analysis Framework

Geker WebGUI
|8
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Web Control Center

Cockpit [Ehmke 2013]

Kieker Monitoring & Analysis Framework Christian-Albrechts-Universitt zu Kiel

File = Help ~ ¢ admin (Administrator)

( )¢ T

|

« Mpmory View XYPlot Memory utilization Display
* ™ oo vew o s
« View on the MemSwap Utlization
Displays
« XYPlotMemory utlization Display 718 Ready
« PieChart Memory Utiization Display
« PieChart Swap Utiization Display
« Throughput
2
e
Running
10000
5000 =
Settings Settings
G [ ] o Terminated
5 objects within 1000121921 NANOSECONDS
o -
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What others are doing with Kieker
Analysis of Calling Networks [Zheng et al. 2011]

Kieker Monitoring & Analysis Framework

Community structure

Xi'an Jiaotong University, Shaanxi [Zheng et al. 2011]
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Visualizing “Architecture Warehouses”
Example: Analyzing the JUnit Project [Dabrowski 2012]

Kieker Monitoring & Analysis Framework

Warsaw University [Dabrowski 2012]
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Monitoring on different system lay

Application Performance Monitoring

Business/service monitoring 7‘ . o
Business\, Key performance indicators, e.g. process throughput, ...

Processes

SLO appliance, workload, ...

Services

Response times, operational profile, ...

Application monitoring — Application

Thread/connection pool sizes, ...

Middleware Container

/ Virtual Machine \-{eap SI2€s o

‘ . CPU/memory utilization, ...
Operating System

Availability, reliability, ...

Infrastructure monitoring —
’ Hardware

Monitoring practice in the “real world” (based on what we’ve seen)

e Focus on system level (network availability, resource utilization) or
business level (key performance indicators)
e No systematic instrumentation on application level
e Monitoring as an “afterthought”: probes are only added when problems occurred.
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Application-Level Monitoring in Practice

— Among Java Professionals —
Application Performance Monitoring

dynaTrace o
Diagnostics . 4.0%
dynaTrace o
Quest Foglight 0.9%
CA/Wily o
Introscope - 5.8%
IBM IT CAM . 3.1%
Symantec Indepth o
for J2EE | 0.4%
None 65.5%
Others - 14.3%
ns. 9.9%
0% 10% 20% 30% 40% 50% 60% 70% 80%

Java monitoring tools being used

“Java monitoring largely unknown.”
[codecentric GmbH 2009]

J
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Application-Level Monitoring in Practice

— At Facebook —

Application Performance Monitoring

Scaling Facebook to 500 Million Users and Beyond

“Making lots of small changes and watching what happens only works if you're
actually able to watch what happens. At Facebook we collect an enormous
amount of data — any particular server exports tens or hundreds of
metrics that can be graphed. This isn't just system level things like CPU and
memory, it's also application level statistics to understand why things are
happening.

It's important that the statistics are from the real production machines that
are having the problems, when they’re having the problems — the really
interesting things only show up in production. The stats also have to come
from all machines, because a lot of important effects are hidden by averages
and only show up in distributions, in particular 95th or 99th percentile.”

Robert Johnson, Facebook Engineering Director
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Anomaly Detection + Diagnosis

Kieker @ Xing AG [Bielefeld 2012, Frotscher 2013]

Application Performance Monitoring

brechts-Universitat zu Kiel

®00 Online Performance Anomaly Detection - Vizualization

[« »r][@][+ © X ¢ J(Q- Google o)[o]

Time Series Graphs from OPAD

DB: |opad_deve|opmen( )Coxlmmn: evaluation_2w2011_2
sort [(time": 1} | i [2000 |
From - to:

1324285440000 | [1324317000000 | | sprtrmeandisminiin  :
oo ] ] g &

XING” = Anomaly Score

075

05

03 B
0
Measures
81697367
72619882
63542396
54464911
45387426
36309941
27232456
18154970
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Anomaly Detection + Diagnosis

Previous work [Marwede et al. 2009]
Application Performance Monitoring

service.hessian.client.OrderService|

service.hessian.client. AccountService|
[484/981] 0,057 6,19% ]

[523/1088 | ~0,033 6,35% |

Component Level + N
Operation Level N
" .
i ‘5erwce hessian.client.CatalogService
# N -
A2 e
1349 floss !
\ / b
. i f
\, 1 1 4
/ s
N 2 £ 3
GetProduct(Sting) etProductListByCategory(String)]| [[GEUISMLISIBYPFOGUCHSHNG) GetCategory(String) A
1362909167 | ~0.046| -0.281| 2.27%)|  [(6365/12437 | -0.161|-0.006 | 3.14% | | [9167/916710.8950:406|443%] | [6309/11349 | 02161 -0.037 3.04% 4
'
. '
haesr tote? :

\ 11349
) \

petbroductioyCaicoonewng i) - [EER
[6402/12437 | ~0,161 -0,106 | 2.

temListByProduct(String;int nt)
[9167/9167| 0,995 | 0,488 | 4,69% |
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Anomaly Detection + Diagnosis

ExplorViz [Fittkau et al. 2013]

Application Performance Monitoring

S}mptoms ExplerViz
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Anomaly Detection + Diagnosis

Work at Stuttgart University on online failure prediction [Pitakrat et al. 2014]

Application Performance Monitoring
PCM
SLAstic
i Component-level Predictors -
HDD Failure Predictor 5] 4
- CDT
SPAD = s System-level Predictor &3]
3 T H H HF 29
___)_ Monitoring | &7 | L TL TL TL 1 [ = “a | & 7P\Q\ [ o v AT
Reader 1 A g ]
Event Log Analyzer E :-"
10_ _€;
Hora
Kieker, Weka, R, PRISM, ESPER, ...
Southampton 28/51
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Agenda

Reverse Engineering

Reverse Engineering

m Reverse Engineering of Java EE
Reverse Engineering of C#
Reverse Engineering of Visual Basic 6
Reverse Engineering of COBOL
Reverse Engineering of C / C++
Reverse Engineering of Perl
Kieker in Space
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Extending the Pipe-and-Filter Configuration

Here: for Reverse Engineering
Reverse Engineering

<<Reader>>
: FS reader

O . N S —
<<Repository>>  [€777TTTTTTT — SystemModel
: System model repository
<<Filter>>

: Sequence diagram visualization
messageTraces|

systemMode!

messageTraces
messageTraces
= <<Filter>>
ionTraces : Dependency graph visualization

Kieker.Analysis example pipes-and-filters configuration
* Performance anomaly detection and visualization
e Architecture and trace reconstruction/visualization

: Trace reconstruction filter
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Generated Sequence Diagram

Reverse Engineering

JtemSgiMapDag

‘ ZPFDUUCISQ"WEEDED

viewProduct (26.8 ms)
Ld

getltemListByProduct {3.28 ms)
H

getitemListByProduct (3.01 ms)
»
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Reverse Engineering of Java EE

Customer portal at EWE TEL GmbH

Reverse Engineering > Reverse Engineering of Java EE

Distributed Enterprise Java System

instrumented subsystem

<<device>>
Front-End Server
(on-site)
i <<device>>
Web Server/ DB Cluster
271

<<device>> .
Java EE Container <<devicer>

0.1HWLB | |112
<<artifac Application Server S,
PortalServiceA
§ | |2} M| <<device>>
“Cliont. ; i Back=End
i PortalServiceB <<execution environment>>
Client * 22 Java EE Container System
<<artifact>> -
PortalServiceC <<artifact>> .
BusinessServices 21 N -
3rd Party

\

<<device>>
Front-End Server
(off-site)

E
]~

0..

EWE

Servlet, Spring and CXF/SOAP probes

Kieker

Southampton 32/51
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Software Architecture Level

Component dependency graph
Reverse Engineering > Reverse Engineering of Java EE

1972 _____
-7 - <<execution container>>
-7 157851 3| cssO
$ 7 155156
. T~ - -» <<execution container>>
AN cssl
hR 2001

W. Hasselbring (CAU) Kieker
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<<execution container>>
pikdbl
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System Architecture Level

Component dependency graph
Reverse Engineering > Reverse Engineering of Java EE Christian-Atbrechts-Universitit 2 Kiel

<<execution container>>
pikdb0

<<deployment component>>
@9:..DnsService

176 .
.- [<=<deployment component>>
. @8:..SupportService
T3 Z
<<deployment component>>

©7:..WebhostingService
1556

- ®6:..Domainservice

‘ <<deployment component=> t
T

©3:. Kieker OutProbe | 47408
o = ol
10205 e PR )\<<dep\cymen( component>>
> <execution container . ~._6386 5 AccountService.
- ol
o <<deployment component>> 49751 ] <<deployment component>> ‘ <<deployment component>>
®1. KiekerRequestRegistrationAndLoggingFilter |-~ - > - »| @2:. KiekerTpmonResponselnProbe g @4:. Emailservice
; = | 75802 |2
<<execution container>> ] <<execution container>>
css0 77540, pikdbl
<<deployment component>> 50199 [ <<deployment component>> - . <<deployment component>>
@1 KiekerRequestRegistrationAndLoggingFilter @2:. KiekerTpmonResponselnprobe [1° . ©®9:..DnsService
= 4 i 167 .=

TOa75T -

<<deployment component>>
@6:..DomainService
@7:..WebhostingService
<<deployment component>>
@4:..EmailService
< 47406 -
1 <<deployment component>>
S @8:..SupportService

<<deployment component>>
@5:. AccountService
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Dynamic Analysis for Modernization

KoSSE Project DynaMod, http://kosse-sh.de/dynamod

Reverse Engineering > Reverse Engineering of C#

Motivation:
Emergent Architectures

W. Hasselbring (CAU)

g

= e
dataport

1«94 Dataport. Atonnoz :
4 "‘ i/ dataportde/

A

o iormauk A5 wasoot l 1| NORDBANK [N AR

HSH Nordbank AG, Kiel
hitp:/Awwow hsh-nordbank de/

GEFORDERT VOM

* Bundesministerium
fiir Bildung
und Forschung

V.

Kieker Southampton
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Reverse Engineering of C#

Complete Test Suite of Nordic Analytics [Magendanz 2011]

Reverse Engineering > Reverse Engineering of C#

HSH *
Case study at HSH Nordbank AG. NORDBANK
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After Selecting a single Use Case

Reverse Engineering of C#
Reverse Engineering > Reverse Engineering of C#
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Zoom to the Operation Level

Reverse Engineering of C#
Reverse Engineering > Reverse Engineering of C#

®21:Nordican
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Reverse Engineering of Visual Basic 6

Analysis of Specific Traces
Reverse Engineering > Reverse Engineering of Visual Basic 6

rt

1ot

datap

Case study at Dataport
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Identification of unused Functions

Reverse Engineering of Visual Basic 6
Reverse Engineering > Reverse Engineering of Visual Basic 6

frmSTAT

2280.695 s

r
Form_| Load
MouseW heel

@ mnuHelpAbout_Click
MSHFlexGridl_Row ColChange
mnuHelpSearchForHelpOn_Click

Form_KeyDown

mnuHelpContents_Click
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Reverse Engineering of COBOL

With consideration of non-instrumentable modules [Knoche et al. 2012]
Reverse Engineering > Reverse Engineering of COBOL

IDENTIFICATION DIVISION.

PROGRAM-ID. MODULE-X. Literal block

i Before-Call Injection Point
Called Module: "MODULE-Y"

PROCEDURE DIVISION.

CALL "MODULE-Y".

GOBACK. Literal block

AOP-based COBOL instrumentation

$ %‘ MODULE-A }»~){ MODULE-C ‘
1

MODULE-D }»~)‘ MODULE-E |

Module-level call dependency graph with assumed dependencies
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Analysis of a PC COBOL System

[Richter 2012]

Reverse Engineering > Reverse Engineering of COBOL
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C++ Digital Signal Processing

Kiel Real-time Audio Toolkit (KiRAT)

Reverse Engineering > Reverse Engineering of C / C++

e Armtagmain | £ N —L)
e (F0m | L) Rl st -
Yy - — A et ==
[ o ) 1 | rgatar | 3
=y st . =)
|18 i) i e 00 -
= ] + i e
.
g sy 08 | + bt e | ¥ 30 o Dy | F0e =l
= M=~ — )
- i o T
[ T o] pm -t . R
— = i Trmmare]
ot [0 ) i)
o o=y
\\\\\ P

Source: http://wuw.dss.tf.uni-kiel.de/en/research/kirat

W. Hasselbring (CAU) Kieker Southampton 43/51


http://www.dss.tf.uni-kiel.de/en/research/kirat

Reverse Engineering of C++

Analysis of the algorithmic kernel [Mahmens 2014] cialviiil
Reverse Engineering > Reverse Engineering of C/ C++
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Reverse Engineering of Perl --

Visualizing Dependencies in EPrints c
Reverse Engineering > Reverse Engineering of Perl Christian-Albrechts-Universitt zu Kiel

First shot with full instrumentation:
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Visualizing Dependencies in EPrints

Customized visualization with Gephi [Wechselberg 2013]

Reverse Engineering > Reverse Engineering of Perl
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Visualizing Dependencies in EPrints
Refinement with adaptive monitoring [Jensen 20
Reverse Engineering > Reverse Engineering of Perl
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Kieker in Space

Some analysis results [Harms 2013]
Reverse Engineering > Kieker in Space
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Summary and Future Work

Summary and Future Work

Summary
¢ Monitoring for dynamic analysis may provide valuable information about
the real behavior of a software system.
o Combined with static analysis.
e Monitoring Data may be employed for various purposes, for instance

o Fault localization and diagnosis
e Architecture discovery
e Capacity management (SLAstic project, PhD Thesis André van Hoorn)

o Flexibility is required, particularly for architecture discovery

Future Work
e Extending the Web-based configuration interface & cockpit
e Model-driven instrumentation & analysis

o Application to workflow monitoring, parallelization and
Enterprise Architecture Management
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