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Service Failure
Motivation: Failure Management

“A service failure, often abbreviated here to failure, is an event that occurs
when the delivered service deviates from correct service.”

— Avizienis et al. [2004]
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Reactive vs. Proactive Failure Mgmt.
Motivation: Failure Management
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Related Approaches vs. Hora Approach
[Recap] Hora: Online Failure Prediction for CB Systems

+
Component Dependency

Component-level Prediction Models
System-level

Prediction Model

Amin et al. [2012], Liang et al. [2007]
T. Pitakrat, A. van Hoorn Investigating the Use of Bayesian Networks in Hora for C-B OFP Nov. 27, 2014 @ SOSP 2014 6 / 29



Related Approaches vs. Hora Approach
[Recap] Hora: Online Failure Prediction for CB Systems

+
Component Dependency

Component-level Prediction Models
System-level

Prediction Model

Bielefeld [2012]
T. Pitakrat, A. van Hoorn Investigating the Use of Bayesian Networks in Hora for C-B OFP Nov. 27, 2014 @ SOSP 2014 6 / 29



Related Approaches vs. Hora Approach
[Recap] Hora: Online Failure Prediction for CB Systems

+
Component Dependency

Component-level Prediction Models
System-level

Prediction Model

Pitakrat [2013], Pitakrat et al. [2014b]
T. Pitakrat, A. van Hoorn Investigating the Use of Bayesian Networks in Hora for C-B OFP Nov. 27, 2014 @ SOSP 2014 6 / 29



Related Approaches vs. Hora Approach
[Recap] Hora: Online Failure Prediction for CB Systems

+
Component Dependency

Component-level Prediction Models
System-level

Prediction Model

Pitakrat [2013], Pitakrat et al. [2014b]
T. Pitakrat, A. van Hoorn Investigating the Use of Bayesian Networks in Hora for C-B OFP Nov. 27, 2014 @ SOSP 2014 6 / 29



Hora: Component-level Prediction Models
[Recap] Hora: Online Failure Prediction for CB Systems
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Hora: Component-level Prediction Models
[Recap] Hora: Online Failure Prediction for CB Systems
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Hora: Framework Architecture
[Recap] Hora: Online Failure Prediction for CB Systems

Hora

System-level Predictor

Monitoring
Reader !

!

Kieker, Weka, R, ESPER, ...

CDT

PAD

HDD Failure Predictor

Event Log Analyzer

Component-level Predictors

PCM

SLAstic
...

Questions:
1 What is a suitable model for System-level Prediction Model (SPM)?
2 How to transform architectural models to CDT and to SPM?
3 How does Hora improve online failure prediction?

Becker et al. [2009], Bielefeld [2012], Pitakrat et al. [2013; 2014a], van Hoorn [2014]
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System-level Prediction Model
Hora: Framework and Implementation

Bayesian network: probabilistic graphical model

Bayesian network library used in Hora: https://github.com/kutschkem/Jayes
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Component Dependency Table
Component Dependencies
Hora: Framework and Implementation

C1 C2 C3 H1 H2

C1 • • •
C2 • •
C3 •
H1

H2
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Component Dependency Table
Dependency Calling Probability
Hora: Framework and Implementation

C1 C2 C3 H1 H2

C1 0.5 0.5 1.0
C2 0.5 1.0
C3 1.0
H1

H2
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System-level Prediction Model
Hora: Framework and Implementation

C1 C2 C3 H1 H2

C1 0.5 0.5 1.0
C2 0.5 1.0
C3 1.0
H1

H2

C2

H1 C3 3 7

3 3 0.9 0.1
3 7 0.5 0.5
7 3 0.0 1.0
7 7 0.0 1.0
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Agenda
Evaluation

1 Motivation: Failure Management

2 [Recap] Hora: Online Failure Prediction for CB Systems

3 Hora: Framework and Implementation

4 Evaluation

5 Conclusion
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Experiment Setup
Evaluation

• System under analysis

• Fault injection

• Predicting response time violation using time series forecasting
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Operation Dependency Graph
Evaluation
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<<deployment component>>
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<<deployment component>>
@4:org.mybatis.jpetstore.persistence.ProductMapper

<<deployment component>>
@5:org.mybatis.jpetstore.service.CatalogService

<<deployment component>>
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<<deployment component>>
@7:org.mybatis.jpetstore.persistence.CategoryMapper

<<deployment component>>
@8:org.mybatis.jpetstore.web.actions.CatalogActionBean
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SPM for JPetStore
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Discussion of Preliminary Results
Evaluation

• CPMs perform quite well but can still be improved
• SPM shows potential to predict failure propagation using component

dependency
• Although the failure propagates to other components, the predictions are

not very good as the failure thresholds are not set properly
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Agenda
Conclusion

1 Motivation: Failure Management

2 [Recap] Hora: Online Failure Prediction for CB Systems

3 Hora: Framework and Implementation

4 Evaluation

5 Conclusion
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Summary
Conclusion

+
Component Dependency

Component-level Prediction Models
System-level

Prediction Model

C1 C2 C3 H1 H2

C1 0.5 0.5 1.0
C2 0.5 1.0
C3 1.0
H1

H2

C2

H1 C3 3 7

3 3 0.9 0.1
3 7 0.5 0.5
7 3 0.0 1.0
7 7 0.0 1.0
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Next Steps
Conclusion

• Improve prediction of CPMs
• Apply different prediction techniques

• Calibrate the configuration parameters of Hora
• Failure threshold
• Lead time
• . . .

• Extend evaluation settings
• Evaluate with distributed lab study
• Evaluate with large-scale production systems

• Develop a failure injection framework/benchmark
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