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“A service failure, often abbreviated here to failure, is an event that occurs
when the delivered service deviates from correct service.”

— Avizienis et al. [2004]
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Germany

Evaluation

e CPMs perform quite well but can still be improved

e SPM shows potential to predict failure propagation using component
dependency

o Although the failure propagates to other components, the predictions are
not very good as the failure thresholds are not set properly
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Conclusion

Improve prediction of CPMs
o Apply different prediction techniques
Calibrate the configuration parameters of Hora
¢ Failure threshold
e Lead time
e ...
Extend evaluation settings
o Evaluate with distributed lab study
o Evaluate with large-scale production systems

Develop a failure injection framework/benchmark
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