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How to (semi-)automate  

1. the detection of performance problems? 

2. pinpointing the root cause (i.e., diagnosis) 

3. the proactive detection and diagnosis? 
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Application Performance Management 

 APM dimensions according to Gartner (2014) 
1. End-user experience monitoring 

2. Application topology discovery and visualization 

3. User-defined transaction profiling 

4. Application component deep-dive 

5. IT operations analytics based on, e.g., 

 Complex operations event processing 

 Statistical pattern discovery and recognition 

 Unstructured text indexing, search and inference 

 Multidimensional database search and analysis 

 APM tools (selection) 
 Commercial:  

 

 Free/open-source: 

Tool-supported application performance problem detection and diagnosis 

https://www.gartner.com/doc/288942 

https://www.gartner.com/doc/288942
https://www.gartner.com/doc/288942
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Example: Application Topology Discovery and Visualization 

Measurement-based application performance problem detection and diagnosis 

© AppDynamics 
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Application Performance Management 
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Example: Application Component Deep-Dive 

Measurement-based application performance problem detection and diagnosis 
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Application Performance Management 

 APM dimensions according to Gartner (2014) 
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Application Performance Management 

 APM dimensions according to Gartner (2014) 
1. End-user experience monitoring 

2. Application topology discovery and visualization 

3. User-defined transaction profiling 

4. Application component deep-dive 

5. IT operations analytics based on, e.g., 

 Complex operations event processing 

 Statistical pattern discovery and recognition 

 Unstructured text indexing, search and inference 

 Multidimensional database search and analysis 

 APM tools (selection) 
 Commercial:  

 

 Free/open-source: 

Measurement-based application performance problem detection and diagnosis 

https://www.gartner.com/doc/288942 

Example ITOA activity: 

Performance problem detection and diagnosis 

• Reactive vs. proactive 

• Manual vs. automatic (incl. recommendations) 

• State-based vs. transaction-based 

https://www.gartner.com/doc/288942
https://www.gartner.com/doc/288942
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APM Process: Common Activities (High-Level) 

Configuration 

• Instrumentation 

• Transaction 

Diagnosis 

• Root cause 

Detection 

• Symptom 

• Impact 

• Thresholds 

Measurement-based application performance problem detection and diagnosis 
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Agenda 

Measurement-based application performance problem detection and diagnosis 

1 
• Introduction – Performance Problems 

2 
• Kieker – Open Source APM Framework 

3 

• Performance Problem Detection and Diagnosis 
with Kieker 

4 
• diagnoseIT Project – Vision and Approach 

Temporarily  

not available 
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Open Source APM Framework 

Measurement-based application performance problem detection and diagnosis 

 

Download : http://kieker-monitoring.net/ 

http://kieker-monitoring.net/
http://kieker-monitoring.net/
http://kieker-monitoring.net/
http://kieker-monitoring.net/
http://kieker-monitoring.net/
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Model Extraction and Visualization 
(Selected Examples) 

Distributed Monitoring 

(Java EE/SOAP) 

Legacy System Analysis 

(COBOL) 

Legacy System Analysis 

(Visual Basic 6) 

3D Visualization  

of Concurrency 
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Download 

User Guide 

Issue Tracking 

Projects, Publications, Talks, Tutorials 

Visit http://kieker-monitoring.net/ 
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Agenda 

Measurement-based application performance problem detection and diagnosis 

1 
• Introduction – Performance Problems 

2 
• Kieker – Open Source APM Framework 

3 

• Performance Problem Detection and Diagnosis 
(PPD&D) with Kieker 

4 
• diagnoseIT Project – Vision and Approach 

Temporarily  

not available 
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PAD – Time Series Analysis Introduction 

 

 

 

 

 

 

 

Tool-supported application performance problem detection and diagnosis Forecasts for Wikipedia data (Kieker PAD example) 

Mean Forecaster 

ARIMA Forecaster 
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*PPDD = Performance Problem Detection and Diagnosis 

(Bielefeld, 2012), (Frotscher, 2013) 

PAD: Online Performance Anomaly Detection 
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PAD (cont‘d) – Time Series Extraction 

 

 

 

 

 

 

 

Measurement-based application performance problem detection and diagnosis 
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PAD (cont‘d) – Time Series Forecasting 

 

 

 

 

 

 

 

Measurement-based application performance problem detection and diagnosis 
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PAD (cont‘d) – Anomaly Score Calculation 

 

 

 

 

 

 

 

Measurement-based application performance problem detection and diagnosis 
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PAD (cont‘d) – Anomaly Detection 

 

 

 

 

 

 

 

Measurement-based application performance problem detection and diagnosis 
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  Based on time series 

analysis (various algorithms) 

 PAD part of Kieker release 

 Limited to problem detection 

 No architecture consideration 

 Case study at XING 

 

Tool-supported application performance problem detection and diagnosis 

-based PPD&D Approaches 

*PPDD = Performance Problem Detection and Diagnosis 

 Incorporates architectural 

knowledge (e.g., deployment, 

calling dependencies) 

 Focusing on offline analysis 

 Cf. Rohr (2015) 

(Bielefeld, 2012), (Frotscher, 2013) 

(Marwede et al., 2009) 
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 Adaptive monitoring 

 OCL-based decisions 

 Cf. Okanovic et al. (2013) 

 No dynamic (bytecode) 

instrumentation 

Tool-supported application performance problem detection and diagnosis 

-based PPD&D Approaches 

*PPDD = Performance Problem Detection and Diagnosis 

 Proactive, hierarchical 

 Inclusion of different statistical 

techniques (e.g., time series analysis, 

machine learning) 

 Combination of multiple data 

sources (e.g., HDD SMART, log files) 

and architectural knowledge 

(Ehlers et al., 2011, 2012) 

(Pitakrat et al., 2013, 2014) 
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Agenda 

Measurement-based application performance problem detection and diagnosis 

1 
• Introduction – Performance Problems 

2 
• Kieker – Open Source APM Framework 

3 

• Performance Problem Detection and Diagnosis 
with Kieker 

4 
• diagnoseIT Project – Vision and Approach 

Temporarily  

not available 
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Reasons for Low APM Adoption Rate 

Measurement-based application performance problem detection and diagnosis 

Manual effort Error prone Lack of expertise 

Configuration 

Diagnosis Detection 
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                            Consortium 

Measurement-based application performance problem detection and diagnosis 
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                           Goals 

Measurement-based application performance problem detection and diagnosis 

Reduce 
maintainance 
effort by 50% 

Detect 100% of 
all problems 
automatically 

Identify 80% of 
the root causes 
automatically 

No APM  
vendor lock-in 
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diagnoseIT Automates Common APM Activities 

Measurement-based application performance problem detection and diagnosis 

Configuration 

Detection Diagnosis 
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diagnoseIT Key Components 

Measurement-based application performance problem detection and diagnosis 

Adaptive 
Configuration 

Continuous 
Learning 

APM 
Process 
automation 

Formalized 
Expert 
Knowledge 
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System Architecture 
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System Architecture 
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System Architecture 
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Tool-supported application performance problem detection and diagnosis 

System Architecture 
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CONCLUSIONS AND PROJECT IDEAS 

Measurement-based application performance problem detection and diagnosis 
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Summary 

Tool-supported application performance problem detection and diagnosis 

APM is increasingly important 

PPD&D is one APM activity 

Mature APM tools exist 

Low adoption of APM 

      diagnoseIT approach: 
incorporation of expert knowledge 

Configuration 

Diagnosis Detection 

An unexpected 

error occured 

Manual effort Error prone Lack of expertise 
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The End – My APM Wish List 

 Transparency, Openness, Technology Transfer 

  e.g., sharing of best practices (libraries, white papers) for framework-specific 

instrumentation, problem detection and diagnosis 

 Interoperability 

 e.g., common formats for instrumentation description, configuration, 

measurement data (traces) 

 Reproducibility, Comparibility 

  e.g., sample/benchmark applications and datasets, case studies 

  

        SPEC RG DevOps Performance Working Group 

       http://research.spec.org/devopswg/  

 

                         http://kieker-monitoring.net 

 

                              http://diagnoseit.github.io/ 

http://research.spec.org/devopswg/
http://kieker-monitoring.net/
http://kieker-monitoring.net/
http://kieker-monitoring.net/
http://diagnoseit.github.io/
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QUDOS Workshop @ ESEC/FSE 2015 

 1st Int’l Workshop on Quality-Aware DevOps 

http://qudos2015.fortiss.org/ 

 Co-located with ESEC/FSE in Bergamo, Italy (09/15) 

 Co-organized by  

 fortiss GmbH 

 Imperial College London 

 Politecnico di Milano  

 University of Stuttgart 

 

Tool-supported application performance problem detection and diagnosis 

Co-located with the 10th Joint Meeting of the European Software 
Engineering Conference and the ACM SIGSOFT Symposium on the 
Foundations of Software Engineering (ESEC/FSE 2015) 
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Project Ideas 

1. Investigate extension/adoption of PANDA 
performance anti-pattern formalization and detection 
approach to 

 design time  runtime 

 system-level analysis + transaction-level analysis 

 controlled environment  production environment 

 model-based  measurement-based 
 

2. Work on DESPACE Microsoft Azure Case Study 

 Instrumentation and model extraction with Kieker 

 Model analysis and refactoring with PANDA 

 Possible systems: Netflix OSS (maybe start w/ JPetStore) 

 
Measurement-based application performance problem detection and diagnosis 
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BONUS/BACK-UP 

Measurement-based application performance problem detection and diagnosis 
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Netflix OSS Recipes Application (Motivating Example) 

Measurement-based application performance problem detection and diagnosis 

Download: https://github.com/Netflix/recipes-rss 
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Netflix OSS Recipes Application (cont‘d) 

Measurement-based application performance problem detection and diagnosis 
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Problem Symptom 1: Increased Response Times   

Measurement-based application performance problem detection and diagnosis 
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Problem Symptom 2: Service Unavailability  

Measurement-based application performance problem detection and diagnosis 
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Master‘s Thesis Claudio Waldvogel (cont‘d) 

Measurement-based application performance problem detection and diagnosis 

REST API 

Runtime Diagnostics 

SMMI 

Repository Service 

Application Services 

Service Service 

REST Client 

Adapter Adapter 

APM-2 
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Problem Detection and Diagnosis Approaches 

 Features 

 Reactive vs. proactive 

 Manual vs. automatic 

 State-based vs. transaction-based etc. 

 

 Statistical techniques 

 Time series analysis  

 Anomaly detection (incl. change detection) 

 Machine learning etc. 

 

Measurement-based application performance problem detection and diagnosis 
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Example Kieker Plots for Netflix OSS Recipes Application 

Tool-supported application performance problem detection and diagnosis 

Edge Middletier 

GetRSSCommand 

AddRSSCommand 

DelRSSCommand Outgoing/incoming 

REST calls (Jersey) 

Backend call 

(Jersey) 
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SPEC RG DevOps Performance WG Launched 

Measurement-based application performance problem detection and diagnosis 

OSG 

Open 

Systems 

Group  

HPG  

High 

Performance 

Group  

 

GWPG  

Graphics and 

Workstation 

Performance 

Group  

RG  

Research 

Group 

 Big Data 

 Cloud 

 DevOps   

   Performance 

 IDS  

 

> 80 member organizations & associates 

Founded 1988 

CPU, Java, 

Virtualization, 

Power, … 

OpenMP, MPI 

… 
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SPEC RG DevOps Performance WG Launched 

Measurement-based application performance problem detection and diagnosis 

OSG 

Open 

Systems 

Group  

HPG  

High 

Performance 

Group  

 

GWPG  

Graphics and 

Workstation 

Performance 

Group  

RG  

Research 

Group 

 Big Data 

 Cloud 

 DevOps   

   Performance 

 IDS  

 

> 80 member organizations & associates 

Founded 1988 

CPU, Java, 

Virtualization, 

Power, … 

OpenMP, MPI 

… 

• Founded in 2010 

• 40+ Member Organizations: 

http://www.sap.com/
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SPEC RG DevOps Performance WG Launched 

Tool-supported application performance problem detection and diagnosis 

OSG 

Open 

Systems 

Group  

HPG  

High 

Performance 

Group  

 

GWPG  

Graphics and 

Workstation 

Performance 

Group  

RG  

Research 

Group 

 Big Data 

 Cloud 

 DevOps   

   Performance 

 IDS  

 

> 80 member organizations & associates 

Founded 1988 

CPU, Java, 

Virtualization, 

Power, … 

OpenMP, MPI 

… 

RG DevOps WG 

 

• Founded in 2014 

• Current Member Organizations: 

 

 

 

 

 

• diagnoseIT is one of the DevOps projects 


