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Motivation: Monitoring/Dynamic Analysis
Kieker: Framework Overview

? How are my resources utilized?
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Continuous Monitoring of Software Systems
Kieker: Framework Overview

Self-adaptive Software Performance Monitoring 
for Anomaly Localization 

3 / 25 

Application-level Monitoring 

▪ Observations in field 
▫ Extensive infrastructure monitoring, application monitoring not widespread 

▫ Reactive monitoring probe injection only 
(after a critical performance drop has occurred) 
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Kieker: Example Workflow and Use Cases
[van Hoorn et al. 2012]
Kieker: Framework Overview

Software system with monitoring instrumentation

Monitoring probe
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Kieker: Example Workflow and Use Cases
[van Hoorn et al. 2012]
Kieker: Framework Overview

Software system with monitoring instrumentation

Monitoring probe

Java probes/samplers:

M
o

n
ito

rin
g

 P
ro

b
es/S

a
m

p
lers

C
ontrol-flow

tracing SpringAspectJ

Servlet CXF/SOAP

Manual instrumentation

<your interception  technology>
R

esource
m

onitoring

<your technology>

CPU utilization

Memory usage

S
igar

S
ervlet

<your monitoring probe>

+ basic adapters for
      C#/.NET
      Visual Basic 6/COM
      COBOL

T. Bielefeld (empuxa) and A. van Hoorn (CAU) ΘPAD w/ Kieker Oct. 24, 2012 @ Hamburg 4 / 27



Kieker: Example Workflow and Use Cases
[van Hoorn et al. 2012]
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Kieker: Example Workflow and Use Cases
[van Hoorn et al. 2012]
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Core Kieker Framework Components
Kieker: Framework Overview
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Example Pipe-and-Filter Configuration
Kieker: Framework Overview
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WebGUI (Beta) Included in Kieker 1.6
Kieker: Framework Overview
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Framework Features & Extension Points
Kieker: Framework Overview

• Modular, flexible, and extensible architecture
(Probes, records, readers, writers, filters etc.)

• Pipes-and-filters framework for analysis configuration
• Distributed tracing (logging, reconstruction, visualization)
• Low overhead (designed for continuous operation)
• Evaluated in lab and industrial case studies

Kieker is open-source software (Apache License, V. 2.0)

http://kieker-monitoring.net

Kieker is distributed as part of SPEC® RG's
repository of peer-reviewed tools for 

quantitative system evaluation and analysis
http://research.spec.org/projects/tools.html
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Agenda
OPAD: Online Performance Anomaly Detection
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2 OPAD: Online Performance Anomaly Detection

3 Conclusion

T. Bielefeld (empuxa) and A. van Hoorn (CAU) ΘPAD w/ Kieker Oct. 24, 2012 @ Hamburg 9 / 27



Thesis Goals
OPAD: Online Performance Anomaly Detection

1 Design of online performance anomaly detection concept (ΘPAD)
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Existing Logjam-based Monitoring @ XING
OPAD: Online Performance Anomaly Detection

Logjam-based monitoring already in place @
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Integration of ΘPAD in XING’s Architecture
OPAD: Online Performance Anomaly Detection
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Example JSON Logging Message
OPAD: Online Performance Anomaly Detection

{
    "count": 5204.903527993169,
    "memcache_time": 6505.196318140181,
    "api_time": 2207.0271495891297,
    "db_time": 5004.8727338680155,
...
    "view_time": 3936.1623304929153,
    "total_time": 1586.8188192888886,
    "api_calls": 5546.250545491678
}

Input data received via AMQP and processed by ΘPAD
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High-Level ΘPAD Architecture
OPAD: Online Performance Anomaly Detection

Chapter 4. Design and Implementation of the ΘPAD System

machine and communicate locally as well. For this implementation, Kieker is used
as a base only without additional analysis means. However, it is possible to deploy
ΘPAD alongside other performance analysis plugins.

Following are the previously introduced libraries and technologies woven to-
gether in Kieker (Section 4.4.1). The plugin’s internal structure is described in Sec-
tion 4.4.2. Ultimately, Section 4.4.3 explains how good code quality was achieved
in the development process.

4.4.1 Integration into Kieker

ΘPAD uses the Kieker monitoring framework written in Java as a base for its
implementation. The connection to the anomaly detection code is made by a
plugin container Kieker offers. The plugin pattern is used when certain behavior is
based on different implementations that have to be configured in a central runtime
environment [Fowler 2003, p. 500]. To start ΘPAD in a Kieker environment, all
necessary depending libraries, the kieker.jar and the plugin code have to be
accessible in the same class path.

ΘPAD gets instantiated at startup of the Kieker server. Both main architectural
components of Kieker, Monitoring and Analysis are used to route the measure-
ments to the plugin. The data flow from input to output is illustrated in Figure 4.4.

Java Pipe Time Series 
Storage

«artifact»

Monitoring

«artifact»

Analysis
«component»
ΘPAD Plugin
P

XAlerting Queue

«Adapter»
AMQPBridge

C

Measurement Queue

Figure 4.4: The coarse-grained architecture follows the linear data
flow of the approach (see Chapter 3). The AMQPBridge adapter
translates the monitored system’s measurements to Kieker records
and therefore makes ΘPAD reusable in other environments (NFR4).
This graphic uses the AMQP notation of Figure 2.19.

Raw measurements, encoded as JSON strings, are sent to the measurement queue
by the system under monitoring in a temporal sequence fashion as described in
Section 3.4. The Kieker Monitoring component, then deserializes these strings and
transforms them into measurement records as defined in Equation 3.4. Subse-
quently, these records are put into a Java Pipe forwards data in memory according
to the FIFO principle. Figure 4.5 shows the corresponding class instantiation.

54

1 AMQP messages transformed into Kieker monitoring records
2 ΘPAD: pipes-and-filters processing of records
3 ΘPAD results passed to alerting queue and time-series storage
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ΘPAD Processing Steps
OPAD: Online Performance Anomaly Detection
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Step 1: Time Series Extraction
ΘPAD Processing Steps (cont’d)
OPAD: Online Performance Anomaly Detection
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Step 2: Time Series Forecasting
ΘPAD Processing Steps (cont’d)
OPAD: Online Performance Anomaly Detection
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Step 3: Anomaly Score Calculation
ΘPAD Processing Steps (cont’d)
OPAD: Online Performance Anomaly Detection
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Step 4: Anomaly Detection
ΘPAD Processing Steps (cont’d)
OPAD: Online Performance Anomaly Detection

<<Filter>>

Time Series
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ΘPAD Web Interface
OPAD: Online Performance Anomaly Detection
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Evaluation Methodology: GQM
OPAD: Online Performance Anomaly Detection

How precise 
is the 
detection?

Number of 
true 
positives

Metric

Number of 
false 
negatives

Metric

Assess Practicality 
of Approach

Goal

How accurate 
is the 
detection?

Questions

Goal/Question/Metric (GQM) plan (excerpt)
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Manual Identification of Anomalies
Evaluation Methodology (cont’d)
OPAD: Online Performance Anomaly Detection

API time Memcache time Other time DB Time View time
0:00 12:00 23:00

• Manual detection using the visualization tool
• 8 anomalies were detected
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ΘPAD Results
Evaluation
OPAD: Online Performance Anomaly Detection

aptt.Fmean.D5min.L1h

aptt.Fets.D1min.L1h

aptt.Fses.D1min.L15min
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ROC Curves (Introduction)
Evaluation (cont’d)
OPAD: Online Performance Anomaly Detection
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ROC Curves (ΘPAD Results)
Evaluation (cont’d)
OPAD: Online Performance Anomaly Detection
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Accuracy and Precision
Evaluation (cont’d)
OPAD: Online Performance Anomaly Detection
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Summary and Outlook
Conclusion

http://kieker-monitoring.net

PAD
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“Online performance
anomaly detection for
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systems”
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Thesis, Kiel Univ.

Outlook
• ΘPAD to be released as part of Kieker
• Follow-up theses on ΘPAD

Contact Us
• till@empuxa.com
• avh@informatik.uni-kiel.de
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Invitation: Kieker Days 2012
Conclusion

KoSSE Symposium on Application Performance Management
Nov. 29/30, 2012 (Thu/Fri) @ Wissenschaftszentrum Kiel

Invited talks by (see http://kosse-sh.de for details)

• b+m Informatik AG, Melsdorf
• Consist Software Solutions GmbH, Kiel
• empuxa GmbH, Kiel
• Karlsruhe Inst. of Technology (KIT)
• Kiel University

• QAware GmbH, Munich
• RWTH Aachen
• SAP Research, Karlsruhe
• XING AG, Hamburg

• Social event: Dinner at Forstbaumschule (Nov. 29, 18:30h)

• Registration required (no fee!): mail@diwish.de
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Sequence Diagrams
Kieker.TraceAnalysis Tool
Bonus

1 Sequence diagrams
2 Dynamic call trees
3 Hierarchical calling dependency graphs
4 System model

@3:..Bookstore @1:..Catalog @2:..CRM

searchBook()
 

getBook(..)
 

 
getOffers()

 

getBook(..)
 

 

 

 

(a) Assembly-level view

SRV0::
@3:..Bookstore

SRV1::
@1:..Catalog

SRV0::
@2:..CRM

SRV0::
@1:..Catalog

searchBook()
 

getBook(..)
 

 
getOffers()

 

getBook(..)
 

 

 

 

(b) Deployment-level view
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Dynamic Call Trees
Kieker.TraceAnalysis Tool (cont’d)
Bonus

1 Sequence diagrams
2 Dynamic call trees
3 Hierarchical calling dependency graphs
4 System model

$

SRV0::
@3:..Bookstore
.searchBook()

1.

SRV1::
@1:..Catalog
.getBook(..)

2.

SRV0::
@2:..CRM
.getOffers()

3.

SRV0::
@1:..Catalog
.getBook(..)

4.

(a) Dynamic call tree (single trace)

$

SRV0::
@3:bookstoreTracingBookstore

.searchBook()

1635

SRV1::
@1:bookstoreTracingCatalog

.getBook(..)

1092

SRV0::
@2:bookstoreTracingCRM

.getOffers()

1635

SRV0::
@1:bookstoreTracingCatalog

.getBook(..)

543

SRV1::
@1:bookstoreTracingCatalog

.getBook(..)

1062

SRV0::
@1:bookstoreTracingCatalog

.getBook(..)

573

(b) Aggregated deployment-level call tree
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Hierarchical Calling Dependency Graphs
Kieker.TraceAnalysis Tool (cont’d)
Bonus

1 Sequence diagrams
2 Dynamic call trees
3 Hierarchical calling dependency graphs
4 System model

$
<<assembly component>>

@3:..Bookstore
1635 <<assembly component>>

@1:..Catalog
<<assembly component>>

@2:..CRM

1635

1635

1635

(a) Assembly-level component dependency graph

<<execution container>>
SRV0

<<deployment component>>
@3:..Bookstore

<<deployment component>>
@2:..CRM

<<deployment component>>
@1:..Catalog

<<execution container>>
SRV1

<<deployment component>>
@1:..Catalog

searchBook() getOffers()
1635

getBook(..)

543

getBook(..)

1092

573

1062

$
1635

(b) Deployment-level operation dependency graph
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System Model (HTML Representation)
Kieker.TraceAnalysis Tool (cont’d)
Bonus

1 Sequence diagrams
2 Dynamic call trees
3 Hierarchical calling dependency graphs
4 System model (here: HTML representation)
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