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Dynamic Analysis of Software Systems

Dynamic Analysis & Continuous Monitoring

Dynamic analysis.

orte @nalysis of data gathered from
a running program,

has the potential to

providean accurate picture

of a softwaressen .
because it exposes the systeyrn's actual bEhaVIOI'.

This picture can range

from| 2 ss-level details
up to

high-level .
ngh |teCtura| Vlews - (Cornelissen et al. 2009)
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Dynamic Analysis of Software Systems (contd)

Dynamic Analysis & Continuous Monitoring

ver static analysis ae

Jution of late binding.

Among the benefi’[S (0]

object—oriented softwar
and the actual reso

adrawback ,,

that dynamic analysi
YSIS can only provide g arﬁa, .
of the system ie., the i e

results obtaineq are valid for the

sceparios that were exercised
during the analysis.

(Cornelissen et al. 2009)
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Dynamic Analysis of Software Systems (contd)

Dynamic Analysis & Continuous Monitoring

How to Gather Runtime Data from Executing Systems? — Instrumentation

e Profiling — employed in development environments; considerable performance overhead

e Monitoring — employed in production environments; captures real usage profile

Use Cases — Online & Offline Analysis
The obtained monitoring data can, for instance, be used for
e Performance evaluation (e.g., bottleneck detection)

(Self-)adaptation control (e.g., capacity management)

Application-level failure detection and diagnosis

Simulation/Testing (workload, measurement, logging, and analysis)

Software maintenance, reverse engineering, modernization

Service-level management
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Continuous Monitoring of Software Systems

Dynamic Analysis & Continuous Monitoring Universitit zu Kiel

Business/service monitoring — i
Business

Processes

Key performance indicators, e.g. process throughput, ...

X SLO appliance, workload, ...
Services

Application monitoring — Application Response times, operational profile, ...

Middleware Container Thread/connection pool sizes, ...

_ / Virtual Machine \-Ieap Sz, -

/ @ 5 \ZPU/memory utilization, ...
Infrastructure monitoring — I S

| T, \Avallabillty, reliability, ...
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Application-Level Monitoring in Practice

— At Facebook —

Dynamic Analysis & Continuous Monitoring

Scaling Facebook to 500 Million Users and Beyond

“Making lots of small changes and watching what happens only works if you're
actually able to watch what happens.
At Facebook we collect an enormous amount of data — any
particular server exports tens or hundreds of metrics that can be graphed.
This isn’t just system level things like CPU and memory,
it's also application level statistics to understand why things are happening.

It's important that the statistics are from the real production machines that
are having the problems, when they’re having the problems — the really
interesting things only show up in production. The stats also have to come
from all machines, because a lot of important effects are hidden by averages
and only show up in distributions, in particular 95th or 99th percentile.”

Robert Johnson, Facebook Engineering Director
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Application-Level Monitoring in Practice

— In General —
Dynamic Analysis & Continuous Monitoring

dynaTrace
Diagnostics . 4.0%
dynaTrace
Quest Foglight 0.9%
CA/Wily
Introscope - 5.8%
IBM IT CAM . 3.1%
Symantec Indepth
for J2EE | 0.4%
None 65.5%
Others - 14.3%
ns. 9.9%
0% 10% 20% 30% 40% 50% 60% 70% 80%
Java monitoring tools being used
“Java monitoring largely unknown.”
[codecentric GmbH 2009]
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Continuous Monitoring — Design Decisions

[van Hoorn et al. 2009a]
Dynamic Analysis & Continuous Monitoring

Selection of Monitoring Probes
Depends on analysis goals

Number and Position of Monitoring Points
Trade-off between performance overhead and information quality

Explicit Consideration of the Induced Monitoring Overhead
During continuous operation: only small, constant overhead acceptable

Physical Location of the Monitoring Log/Stream
E.g., relational database, file system, messaging queue

Intrusiveness of Instrumentation
Concern: mixing monitoring logic with business functionality; — AOP

Model-Driven Instrumentation & Analysis J
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Agenda

Dynamic Analysis & Continuous Monitoring

Dynamic Analysis & Continuous Monitoring

Kieker — Framework for Continuous Monitoring and Analysis

Architecture Reconstruction and Visualization Examples

Dynamic Analysis of Legacy Systems

Conclusions
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Monitoring & Analysis of Software Behavior

Kieker — Framework for Continuous Monitoring and Analysis

i 3o

< 1 8 8 E

g 4

T T T
15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30
Instrumentation . i

2‘5‘ Visualization of results
86 long tin = System.currentTimeMillis();
87
88 long tout = System.currentTimeMillis();
89 System.out.printf("Cata je ", tin, tout);
90 o
01 Statistical

Catalog;getBook;1273333822196;1273333822202 R
Catalog;getBook;1273333823197;1273333823199 analysis
Catalog;getBook;1273333824198;1273333824200

1 Catalog;getBook;1273333825199;1273333825201

Program execution catalog;getBook;1273333826200;1273333826202

Monitoring log

Example: Monitoring, analysis, and visualization of operation response times J
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Monitoring & Analysis of Software Behavior

Kieker — Framework for Continuous Monitoring and Analysis

sl —m } ; 8 g
®° f"M:;nan@ B H | g ° g
. | i‘l . f i "
g 4
e | B e o e e :
— 7
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30
Instrumentation . i
2‘5‘ Visualization of results
86 long tin = System.currentTimeMillis();
87
88 long tout = System.currentTimeMillis();
89 System.out.printf("Catalog;getBook;%s;%s", tin, tout);
90

Statistical

91 Catalog;getBook;1273333822196;1273333822202 R
Catalog;getBook;1273333823197;1273333823199 analysis
Catalog;getBook;1273333824198;1273333824200
Catalog;getBook;1273333825199;1273333825201

Program execution Catalog;getBook;1273333826200;1273333826202
Monitoring log

Issues (e.g.)

Maintainability, changing log format, additional/more complex data structures,
exception handling, alternative data sinks (e.g., database)
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Kieker Monitoring & Analysis Framework

Kieker — Framework for Continuous Monitoring and Analysis > Framework Overview

Xieker

http:/kieker.sourceforge.net

Kieker.Monitoring e.g., trace ir ion, workload, H Kieker.Analysis

times, resource utilzation, loop counts _{ f¢'™ ; °
lonitoring
Record %

Consumer

e.g., AOP-based
method call it

performance evaluation, online
adaptation control, failure diagnosis

Analysis Plug-In

Analysis 5]
Controller

Monitoring
Record

Kieker.Monitoring - Kieker.Analysis
g., file system, database,

Monitoring &3]
Controller

Monitoring %
Log Reader

Monitoring %
Log Writer

message-oriented middleware

\ Monitoring Log/Stream
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Examples: Monitoring Record, Probe, Plugin

Kieker — Framework for Continuous Monitoring and Analysis > Framework Overview

brechts-Universitit zu Kiel

«interface»
IMonitoringRecord
+ setLoggingTimestamp ( timestamp : long )
+ getLoggingTimestamp ( ) : long
+ initFromArray ( values : Object ['] )

+ toArray () : Object [* MyRTMonitoringRecord
+getValueTypes () : Class ['] + component : String
+ service : String
+1t:long
AbstractMonitoringRecord +initFromArray ( values : Object ['] )
+ setlLoggingTimestamp ( timestamp : long ) <+ toArray () : Object [*
+ getLoggingTi ():long + getValueTypes () : Class [*]

Custom Monitoring Record: MyRTMonitoringRecord

35
36
37 MyRTMonitoringRecord record = new MyRTMonitoringRecord();
38 record.component = ;
39 record.service = H
40
58
46 ) _ 59 MyRTMonitoringRecord rtRec = (MyRTMonitoringRecord) r;
47 record.rt = CTRL.getTime() - tin; 60 if (rtRec.rt > this.rtSLO) {
48 CTRL.newMonitoringRecord(record); 61
49 62 } else {
50 63
X ) 64 }
(AOP-based) Monitoring Probe gg ;

Analysis plug-in: Response time evaluation
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Characteristics & Features

Kieker — Framework for Continuous Monitoring and Analysis > Framework Overview

Characteristics

® Flexible architecture (custom probes, readers, writers, analysis plug-ins)
® |ntegrated & extensible record type model for monitoring & analysis
® Enables offline and online analysis/visualization — About Ki
® |ow overhead (designed for continuous operation in multi-user systems) R
® FEvaluated in industry case studies o
Development
Features
® Readers/Writers: File system, database, messaging (JMS), named pipe ot What is
. . . Mod ftwi
® Probes: Operation executions (AOP-based); cpu, memory/swap (Sigar API) *® l Pty o of sourc
q q /Al - N il (44 sl application-int
® Logging, reconstruction, analysis/visualization of (distributed) traces AR detecting pert
Kieker framew
® Visualizations: Dependency & sequence diagrams, call trees, system model et o for 1 anays
® Log replayer (also in real-time) - ELI »re restrictea
i . . ) . MENGES project Kieker include
® Moreover: Periodic sampling, custom time sources, control via JMX etc. Messagng se
(distributed) t
Keteris tosed s o monitonin
Kieker is Open Source Software— Current Version: 1.3 dependeney s
Kieker has alr
® Web site: http://kieker.sourceforge.net J cueme o
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Kieker. TraceAnalysis Tool

Architecture Reconstruction and Visualization Examples

System
Model

A

i Message Trace
i i Sink Plug-Ins T Sequence diagrams,
L5]| Dependency graphs,
Kieker.Analysis [&='e EI’;‘”““"' >T:acerRec::;- >> > || Dynamic call trees,
= BRIy System model (html),
Execution Trace
Sink Plug-Ins

Kieker.TraceAnalysis Tool
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Sequence Diagrams

Kieker. TraceAnalysis Tool (cont'd)
Architecture Reconstruction and Visualization Examples

@ Sequence diagrams

@® Dynamic call trees

@® Hierarchical calling dependency graphs
@ System model

'S

% SRVO: SRVI: ‘ SRVO: ‘ SRVO:
3:..Bookstore 1:..Catalo 2:..CRM 3:..Bookstore 1:..Catalo @2:.CRM @1.:..Catalog
I I 0 1

| ‘ : : | :
getBook(..) | | getBook(..) | : |
PR—— ! | PR | |
getOffers() ! getOtfers() ! !
| getBook(..) 3 getBook(..) |
- R T R
(a) Assembly-level view (b) Deployment-level view
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Dynamic Call Trees

Kieker. TraceAnalysis Tool (cont'd)
Architecture Reconstruction and Visualization Examples

@ Sequence diagrams
Dynamic call trees

(2]
@® Hierarchical calling dependency graphs
(4]

System model

$
1.
SRVO::
@3:..Bookstore
.searchBook()
SRV1:: SRVO::
@1:..Catalog @2:..CRM
.getBook(..) .getOffers()
SRVO::
@1:..Catalog
.getBook(..)

(a) Dynamic call tree (single trace)

Wilhelm Hasselbring, André van Hoorn (CAU)

Architecture Reconstruction via Dynamic Analysis

$
1635
SRVO::
@3:bookstoreTracingBookstore
.searchBook()
1092 1635 543
SRV1: SRVO:: SRVO::
@1:bookstoreTracingCatalog @2:bookstoreTracingCRM @1:bookstoreTracingCatalog
.getBook(..) .getOffers() .getBook(..)

ﬁGZ 573
SRV1:: SRVO::

@1 :bookstoreTra.;:ingCatalog @1: bookstoreTréEingCatalog
.getBook(..) .getBook(..)

(b) Aggregated deployment-level call tree
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Hierarchical Calling Dependency Graphs

Kieker. TraceAnalysis Tool (cont'd)
Architecture Reconstruction and Visualization Examples

@ Sequence diagrams

@® Dynamic call trees

@® Hierarchical calling dependency graphs
@ System model

<<assembly component>>
@1:..Catalog

(a) Assembly-level component dependency graph

<<execution container>>
SRVO

@3:..Bookstore _ -~

@2:..CRM

<<deployment component>>

@1:..Catalog

- 573
s -390 5 searchBook) D---128FL_ 5 getoftersn Y"1
== 109 —<
-l . <<execution container>>
Teell ~ 1062 SRV1

Wilhelm Hasselbring, André van Hoorn (CAU)

“<<deployment component>>
~ Catalog

(b) Deployment-level operation dependency graph

Architecture Reconstruction via Dynamic Analysis
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System Model (HTML Representation)

Kieker. TraceAnalysis Tool (cont'd)
Architecture Reconstruction and Visualization Examples

Universitat zu Kiel

@ Sequence diagrams

@ Systam ol Reconstructed by Kisker Tracesnaysis - Mazila Frfox 20 @
® Dynamic call trees PR [ (ees (Sl [emiie G FIE
9 Hierarchical calling dependency graphs G b v @ OB | mermvnsystementtesnimi b v (v a

System model (here: HTML representation) (S| temy o peooretrcin o oo T z

Component Types B

[D[ Package Name Operations
[boskstoraTracing [Backstors [s_ssarchBooki1:/k
lbosketaratracing [CRn & astoffers(iva

[bookstoraTracing [Catalog ¢ 7

Operations

Component type Name |[Parameter types [Return type

[beskstoreTracing, Bokstors [searchBack sk

lbeckstoreTracing ca [get0FFers s

[bookstoreTracing Catalog |[getBook |[e boslean s

Assembly Components

ID [Name|  component type

3 [03 |[bookstoreTracing Bookstore

2 |2 |beckstoreTracing cn

1 [ |[beckstorsTracing Catalog

Execution Containers

B ame
[z e
[

Deployment Components

[ Assembly component | [Execution container

[3: bookstarsTracing. Bockstors [sRve
a2 Ry srve
ot Catslon |[sEUS

[BL: bookstoraTracing. Catalog |[SRUL N

Fertig @ roxvProxy: skt @
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Calling Networks

Clustering based on Calling (Frequency) Relationships [Zheng et al. 2011]

Architecture Reconstruction and Visualization Examples

Community structure Layered structure (hierarchy)

Xi'an Jiaotong University, Shaanxi [Zheng et al. 2011]
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3D Visualization with DyVis

[Wulf 2010]

Architecture Reconstruction and Visualization Examples Christian-Albrechts-Universitt zu Kel

File Edit Help

< 1tmeunit < levent Play levent > 1 time unit >

@ global () local

DispatcherServiet

S ) process
B} additemToCart

e gefftem
DispatcherServet

= )L process
B viewCategory
® getProductistByCate
i ® getCategon
DispatcherServiet
DispatcherServiet
doGet

=) process
B viewCategory
f® getProducttistByCate
“® getcategory
Dispatcherserviet
- ), doGet

=+ ) process
B )L viewCategory
- ® getProducttistByCate
“-® getCategory
DispatcherServiet
& )| doget
=) process
- )L viewProduct
DispatcherServiet
Disoatcherserviet
« .

A ]
uame acitenToCart -
Fiename nulCargean 3
ine =
caller dass DispatcherServiet

calle dacs CartBean

race Identier 3194057 198 124168972 g
left Available race elements: 88/101
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Anomaly Detection and Diagnosis

[Ehlers and Hasselbring 2011]

Architecture Reconstruction and Visualization Examples Christian-Albrechts-Universitt zu Kel

= Kieker Anayss ol
Project Edit View Help
|G Trace Analysis |2 Jpetstore Calling Context Tree % JpetStore Time Series =B
Name: JPetStore Calling Context Tree Name: JpetStore Time Series
O start| [ L ViewLog| [dilReset| | & Refresh O start| [ ViewLog| (¢l Reset| |  Refresh
Layout: [None - Operation Calling Context: |$->viewProduct->getExchangeRate v
s Time Axis Range (in s): 300
100
o C e CatalogBea .
75 075
c c o
:
CatalogService searchProductList g
v H 3
ER
Sataloaseiceetite) CatalogSevice getitemListByProduct | |
. 2 025
ProductSqiMapDao.searchProductList i 10
aihap CatalogService getProduct fi
KemSqiMapDaogetitemListByP |
roduct N o fow
114530 114600 114630 114700 1L4730 114800 114830 14900 114930 115000
ProductSqiMapDao.getProduct e
‘ i » — senvice imes 51SES  forecast DES _forecast ARMA(LO.Y) — forecast ARMA(LL1) * observations = anomaly score
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Agenda

Dynamic Analysis of Legacy Systems

Dynamic Analysis of Legacy Systems
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Context — DynaMod Project

Dynamic Analysis of Legacy Systems

Dynamic Analysis for
D yn a M Od Model-Driven Software Modernization

Definition of Transformations

Dynamic Code
Analysis Generation

DyhaMod

Static Model-Based
Analysis Testing

Evaluation

Wilhelm Hasselbring, André van Hoorn (CAU) Architecture Reconstruction via Dynamic Analysis June 29, 2011 @ SEACON 2011

23/28



Context — DynaMod Project (conta)

cialviiil
Dynamic Analysis of Legacy Systems
D M d Dynamic Analysis for
y< )a O Model-Driven Software Modernization

Project Consortium:

© b+m Informatik AG
(Development partner, consortium leader)

@® Software Engineering Group, Univ. Kiel

(Research partner) datap ort
©® Dataport Dataport, Altenholz.
(Associated partner)
O HSH Nordbank AG
(Associated partner) SPONSORED BY THE
Funding: Fodoral Mini
. 3 % 0? EzLac aﬁ(l)nr:Stry Software Engineering Group
o BMBF “KMU-innovativ” University of Kiel, Kiel

and Research http:/se.informatik.uni-kiel.de/

e 2years (01/11-12/12)

Under grant no. 011S10051

Read More:
® http://kosse-sh.de/dynamod/
e MDSM @ CSMR 2011 [van Hoorn et al. 2011a]
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Model-Driven Instrumentation & Analysis

[van Hoorn et al. 2011b]

Dynamic Analysis of Legacy Systems

Queries Results

c Analysis Measure-

'g Measures = DSL | ments

o g Instrumentation dé Monitoring

[a] = Directives s Events
- | %

o 5 <RespTReq>> o X

S = 0

2| K 3 (Ao B 2

el E g > ]

= = <dAvgRespT>> _E_ Shop g g

E .g ‘ s search() || 53 o
& o £ S E
& pExecProbe>> o [ <
[} 2 b g
= | [a) a)

- iy

o % AST

=

8 =

c

:

5 ]

s Instr.

£ code| '@intercept#Call:CallProbe[]

Call bookstore.searchBook
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Model-Driven Instrumentation & Analysis

(cont'd) cialviilil
Dynamic Analysis of Legacy Systems Christian-Atbrechts-Universitt zu Kiel

DADL (DynaMod ADL)

DMeasures

’*’7|* —Cataleg—— |
~ Bookstore

DMeasurements

=
( :AvgOperationRT

/'*"# :AvgOperationRTMeasure

|:OperatlonInvocallonCountMeasure L T fsearchBook()
4 avgRTMillis=5676

/

:OperationinvocationCount |
count=67643 -

~J Measurements

Dinstrumentation X

4 :OperationExecution

tin=34
tout=38

DEvent "\, Monitoring
Events

[ Public
[ searchgock
METERS

o [ STATEMENTS <
| " :OperationExecutionRecord
nstrumente

7 class="CRM"
Public Sub searchBook() _/ Code operation="getOffers"
- tin=34
all:OpCallicptr[’ b B —
( "CRM", "getOffers"] tout=s8
crm.getOffers MonitoringRecord Monitoring
End Sub Events
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AOP-Based Instrumentation of VB6

[van Hoorn et al. 2011b]

Dynamic Analysis of Legacy Systems

& [E=5 o |
File Edit View Project Format Debug Run Query Diagram Tools Add-lns Window Help
HBro-t e » MERYRED T
x|
General %) BookstoreApplication - Bookstore (Code)

[(Genera ] [searchBook

¥ Modules
#43 Bookstarestarter (
§ Class Modules
[ Bookstore

oCatalog w catalog

& Catalog (Catalog.c
% CRM (CRM.cks)

Sev oCzm = New cim
Set oCrm.catalog = oCatalog

‘ i »

Propetties - Bookstore X |
Bookstore ClassModule _+

Aphabetic | Categorized |

=20

Returs the name used in code to
T identify a form, control, or data
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AOP-Based Instrumentation of VB6

[van Hoorn et al. 2011b]

Dynamic Analysis of Legacy Systems Christian-Atbrechts-Universitt zu Kiel

Visual Basic 6 Aspect-Compller Configuration v X

‘ Projects

Select main project c @mple o annotat e.vbp|
— Select aspect project |[JAspectvB6Ab6-examples/bookstore-vb6-aspects/Aspects.vbp|

Select output path hoorn/svn_work/dyr drunk/src/Asps s/tmp)
Project - BookstoreApplication =] /
| (Weaver options | Logging options
J || @ overwrite output files Line-break type
5 Modules || @1 add info-marks ® windows
423 BookstoreStar ter (BookstoreStarter bas)
-3 dlass Moduies ] copy all directories ) Unix
g Bookstore (Bookstore.ds) ] accept hidden files O Mac
Catalog (Catalog.cis)
. [Jaccept files outside base directories O Current 05 Project - BookstoreApplication e
] cleanup on error oOutput encoding type a
] compile after weaving 150-6850-1
Exclude files from process y tovestarter NN
U Y YT TR List of files/directories to be excluded from weaving/compiling, separated =3 Closs Moduies h
Project - Aspects @ semicolon: ) Soketore (Bockstore.c5)
S .scc ; myTextFile,txt ; “another file.jpg & Cation Cotabog.)
B CRM ((RM.)
[ ] aspects (aspects.vbp)| — 2% 1cptOpCal (ICptopCall.cs)
&3 Class Modules Start Cleanup files Clear log Exit & IptOpExec (IptOpExec.ds)
% Icptopcal (cptopCal.cs) % opCallcpty (OpCallpt.cks)
IeptopEec (Igptopxec.ds) Logging messa & opExedotr (OpExedtr.cs)
&) OpCallicptr (OpCallptr .cs) Weaving file “fhome/avanhoorm/svn_work/dynamod/trunk/src/AspectvB6/vb6-exampl
8% OpExecioptr (OpExecloptr.ds) Transforming (line 27); @intercept#Execution; OpExecicptr(*Bookstore*,"Class_Initialize™]
Transforming (line 42); @intercep OpCallicptr("Bookstare 0",
Transforming (line 50): @intercept#Call:0pCallicptr["Bookstore
ing file */ avanhoorm/svn_work/dynamod/trunk/sr
aing file *fhome/avanhoorm/svn_work/dynamodtrunk/sr
eaving file “home/avanhoorn/svn_work/dynamod/trunk/sr
Inserting global ations.
0 directories created, 4 files woven, 7 files copied, 1 new files created, =
Output project: /h X e
Finished |
‘ »
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AOP-Based Instrumentation o

[van Hoorn et al. 2011b]

Dynamic Analysis of Legacy Systems

<) BookstoreApplication - Bookstore (Code)

(Geners

<] [foectaratons)

5|

Project - BookstoreApplication [=]

Modues
@ Bookstore (Bookstore.ds)
&) Catalog (Catalog.cs)
Public Sub geazcnEook() B R ()
ey £ 1eptopCal (ICptOpCall.cis)
& IeptOpExec (loptOpExec.cs)
& OpCalicp (OpCallpir.ci)
& opExedotr (OpExedtr.cs)

"3earchBook”, "Catalog”,
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Further Reading & Current Activities

Conclusions

Further Reading

® A.van Hoorn, M. Rohr, W. Hasselbring, J. Waller, J. Ehlers, S.
Frey, and D. Kieselhorst. Continuous monitoring of software
services: Design and application of the Kieker framework.
TR-0921, Dept. Comp. Sc., Univ. Kiel. Nov. 2009

® N. Ehmke, A. van Hoorn, R. Jung. Kieker 1.3 User Guide. May
2011

® http://kieker.sourceforge.net

Continu
Monitoring & Anal)
of Software S

Current and Future Activities

Model-driven instrumentation & analysis
Combination with static analysis

Monitoring support for .NET, Visual Basic etc.
Analysis IDE

Additional architectural view types

Integration with other analysis tools

(e.g., Software-EKG, Fraunhofer’'s SAVE)

Self-* & cloud applications

In the process of becoming a SPEC research tool
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