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Dynamic Analysis with Kieker

Overview

T

package kieker.examples.userguide.chsbookstc
taport kieker.sonitoring. annotation.Operatic
public class Bookstore

private final Catalog catalog = new Cat:
private final CR cra - new CRM(this.ca
probeaspectjoper

be aspectioper

public void searchBook() {
this.c

this

g probe aspectjoper

Kieker monitoring probe aspec fow

! Monitoring Probe

Design source

Software System with Monitoring Instrumentation
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Dynamic Analysis with Kieker

Overview

Monitoring Records

Measurement
Monitoring log/stream
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Online and Offline Visualization
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Agenda

Reverse Engineering and Performance Analysis with Kieker

Reverse Engineering and Performance Analysis with Kieker

Pipe-and-Filter Configuration

Reverse Engineering of Java EE
Reverse Engineering of C#

Reverse Engineering of Visual Basic 6
Reverse Engineering of COBOL
Reverse Engineering of C / C++
Reverse Engineering of Perl

Kieker in Space
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Example Pipe-and-Filter Configuration

Reverse Engineering and Performance Analysis with Kieker > Pipe-and-Filter Configuration

<<Reader>>

: FS reader outputPort

Kieker.Analysis example pipes-and-filters configuration
* Performance anomaly detection and visualization
e Architecture and trace reconstruction/visualization
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Example Pipe-and-Filter Configuration

Reverse Engineering and Performance Analysis with Kieker > Pipe-and-Filter Configuration

anomalyRatings,

<<Filter>>
: Performance anomaly filter

operationExecutions

Filter

: Anomaly graph plotter

{1
TsystemModel

2

tp
<<Repository>>
: System model repository

<<Reader>>
: FS reader

Kieker.Analysis example pipes-and-filters configuration
* Performance anomaly detection and visualization
e Architecture and trace reconstruction/visualization
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Example Pipe-and-Filter Configuration

Reverse Engineering and Performance Analysis with Kieker > Pipe-and-Filter Configuration

operationExecutions <<Filter>>

: Performance anomaly filter [ ]

anomalyRatings,

- Filter
l':szstemModsl : Anomaly graph plotter
<<Reader>> Y

2
: FS reader

tp
<<Repository>>
: System model repository

Kieker.Analysis example pipes-and-filters configuration
* Performance anomaly detection and visualization
e Architecture and trace reconstruction/visualization
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Example Pipe-and-Filter Configuration

Reverse Engineering and Performance Analysis with Kieker > Pipe-and-Filter Configuration

<<Reader>>
: FS reader

tp
<<Repository>>
: System model repository

systemModel:

messageTraces

<<Filter>>
: Trace reconstruction filter

ionTraces

Kieker.Analysis example pipes-and-filters configuration
* Performance anomaly detection and visualization
e Architecture and trace reconstruction/visualization
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Example Pipe-and-Filter Configuration

Reverse Engineering and Performance Analysis with Kieker > Pipe-and-Filter Configuration

<<Reader>>
: FS reader

O . N N —
<<Repository>>  [€777TTTTTTT — SystemModel
: System model repository
<<Filter>>

: Sequence diagram visualization
messageTraces|

systemMode!

messageTraces
messageTraces
= <<Filter>>
ionTraces : Dependency graph visualization

Kieker.Analysis example pipes-and-filters configuration
* Performance anomaly detection and visualization
e Architecture and trace reconstruction/visualization

: Trace reconstruction filter

N. Ehmke, C. Wulf, and W. Hasselbring Kieker Analysis Framework November 07, 2014 @ Kiel 4/31



Example Pipe-and-Filter Configuration

Reverse Engineering and Performance Analysis with Kieker > Pipe-and-Filter Configuration

<<Reader>>
: FS reader

O . N S —
<<Repository>>  [€777TTTTTTT — SystemModel
: System model repository
<<Filter>>

: Sequence diagram visualization
messageTraces|

systemMode!

messageTraces
messageTraces
= <<Filter>>
ionTraces : Dependency graph visualization

Kieker.Analysis example pipes-and-filters configuration
* Performance anomaly detection and visualization
e Architecture and trace reconstruction/visualization

: Trace reconstruction filter

N. Ehmke, C. Wulf, and W. Hasselbring Kieker Analysis Framework November 07, 2014 @ Kiel 4/31



Generated Sequence Diagram

Reverse Engineering and Performance Analysis with Kieker > Pipe-and-Filter Configuration

JtemSgiMapDag
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viewProduct (26.8 ms)
Ld

getltemListByProduct {3.28 ms)
H

getitemListByProduct (3.01 ms)
»
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Reverse Engineering of Java EE

Customer portal at EWE TEL GmbH

Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of Java EE

Distributed Enterprise Java System

instrumented subsystem

<<device>>
Front-End Server

(on-site)

" <<device>>

Web Server/ —— DB Cluster
<<device>> . 21 1
o1 rnwLe| |112 Java EE Container —<dovicers
Application Server

J 2! M <<device>>

<<é|e.wcet>> <<execution environment>> BSCK'E"d

en . 22 Java EE Container ystem

<<artifact>>
BusinessServices 21 N -
2
3rd Part
[t y
Yy
<<device>>
0.1 Front-End Server K

(off-site)

EWE

Servlet, Spring and CXF/SOAP probes
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Software Architecture Level

Component dependency graph
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of Java EE
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System Architecture Level

Component dependency graph
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of Java EE Christian-Albrechts-Universitat zu Kiel
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System Architecture Level

Component dependency graph
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of Java EE Christian-Albrechts-Universitat zu Kiel
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Performance Analysis of FGCenter (1)

Source: Soenke Reimer, b+m Informatik AG
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of Java EE

Beispiele aus Entwicklung und Produktion Informatik AG

8 AN ALLGEER COMPANY

b+m FGCenter

Marktflihrende Lésung fur das Forderkreditgeschaft mit Gber 40.000 Anwendern und
einem Marktanteil von insgesamt 30%. Bildet den gesamten Workflow der Beratung,
Bearbeitung und Auszahlung von Krediten ab.

< Performanceprobleme beim Importieren eines Dokumentes per Webservice
« Aktivierung der Messpunkte im relevanten fachlichen Bereich in Produktion
« Erstellung eines Abhangigkeitsgraphen
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Performance Analysis of FGCenter (2)

Source: Soenke Reimer, b+m Informatik AG
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of Java EE

Beispiele aus Entwicklung und Produktion Informatik AG

& AN ALLGHER COMPANY

» Reproduzierbare AusreiBer im Bereich Entity beim Import

<<deployment component=>
@238:de.bmiag. vbwi.Ibbw.process. service. dokumentenimport. po. DokumentenTmportService
min: 3885ms, avg: 5061,00ms, max: 6237ms

|

<<deployment component=>
@9:de.bmiag vbwf process. dateianhang. dateianhangbearbeiten. po. DateianhangService
min: Oms, avg: 1134,75ms, max: 4669ms

|

<<deployment component>>
(@2:de.bmiag. gear. entity. amp.pf am
min: Oms, avg: 104,34ms, max: 4651ms

Identifizierung eines fehlenden Indices als Ursache
» Nach Korrektur Verbesserung der Performance um Faktor 9 -10
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Reverse Engineering of C#

Complete Test Suite of Nordic Analytics [Magendanz, 2011]

Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of C#

S
LYY
HSH *
DynaMod Case study at HSH Nordbank AG. NORDBANK

N. Ehmke, C. Wulf, and W. Hasselbring Kieker Analysis Framework November 07, 2014 @ Kiel 11/31



Reverse Engineering of Visual Basic 6

Analysis of Specific Traces
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of Visual Basic 6

rt

1ot

datap

DynaMod Case study at Dataport
(Kieker-Erweiterungen durch Holger Knoche, b+m Informatik AG).
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Identification of unused Functions

Reverse Engineering of Visual Basic 6
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of Visual Basic 6

frmSTAT

2280.695 s

?
Form_| Load
MouseW heel

@ mnuHelpAbout_Click
MSHFlexGridl_Row ColChange
mnuHelpSearchForHelpOn_Click

Form_KeyDown

mnuHelpContents_Click
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Identification of unused Functions

Reverse Engineering of Visual Basic 6
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of Visual Basic 6
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Reverse Engineering of COBOL

With consideration of non-instrumentable modules [Knoche et al., 2012]
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of COBOL

IDENTIFICATION DIVISION.
PROGRAM-ID. MODULE-X.

Before-Call Injection Point
Called Module: "MODULE-Y"

PROCEDURE DIVISION.

CALL "MODULE-Y".

GORACK Literal block

AOP-based COBOL instrumentation

$ ‘)‘ MODULE-A }»f% MODULE-C ‘
h

MODULE-D }»f)‘ MODULE-E ‘

Module-level call dependency graph with assumed dependencies

b

business IT management

Fallstudie der b+m Informatik AG (Kieker-Erweiterungen durch Holger Knoche): -
@ Industrieller Kontext mit mehr als 1.000 COBOL Modulen.
® 140.351 Messpunkte mit 14 verschiedenen Arten von Messsonden.
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Analysis of a PC COBOL System

[Richter, 2012]

Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of COBOL

N. Ehmke, C. Wulf, and W. Hasselbring Kieker Analysis Framework November 07, 2014 @ Kiel 15/31



C++ Digital Signal Processing

Kiel Real-time Audio Toolkit (KiRAT)

Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of C / C++

— T R . L
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. e =
1
ey | | ke e | ¥ 3 » e - | r——
— = == T
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— == . —
o [t | — =
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\\\\\ P

Source: http://www.dss.tf.uni-kiel.de/en/research/kirat

N. Ehmke, C. Wulf, and W. Hasselbring Kieker Analysis Framework November 07, 2014 @ Kiel 16/31


http://www.dss.tf.uni-kiel.de/en/research/kirat

Reverse Engineering of C++

Analysis of the algorithmic kernel [Mahmens, 2014]
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of C / C++

<+l

<<assembly component>>
@1:..kirat_linux_commandiine

R *Newsignal(.) ) __ _

<<assembly component>>
@6:..algcore_resman_sal_main

335
SapAlgCoreResmanSalRemoveSignal(..) RN
- <) 335 ..
/| B35 <<35936bly Conpenept>> "~ _

@4:..algcore_tgsman_memory_maraganen

f .
. *SapAlgCoreMemManSetFirstSalSignal(..) X
1

Thel s SapAlgCoreMemManDeinit() e == === =222 <= *SapAlgCoreMemManGetFirstSalSignal(..)

Identification of cyclic dependencies.
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Reverse Engineering of C++

Analysis of the algorithmic kernel [Mahmens, 2014]

Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of C / C++

<+l

<<assembly component>> <<assembly component>>
@1 kirat_linux_commandiine @6:..algcore_resman_sal_main
N “Newsignal(.) D)
""""" 335
SapAlgCoreResmanSalRemoveSignal(..) T
- ST 33 ...
K 835 <<&mwy Cofpenent>> ~~+ _
i H @4:..algcore_esman_memory_ rnanhgeruent .
338
v

*SapAlgCoreMemManSetFirstSalSignal(..)

Tl SapAlgCoreMemManDeinit(-) > = =

140 *

‘

. SapAlgCoreCalloc(..)
HI

<<assembly component>>

<<assembly component>>
* ®2;..algcore_resman_memory_allocation

®3:..algcore_ambsim_main_ . = =

*SapAlgCoreAmbsiminity(..) >
SapAlgCoreAmbsimDeinit(..) i K

~_SapAlgCoreCalloc3DAay(.) 3-3-5‘1 SapAlgCoreCalloc2DArray(..) 109
SapAlgCoreFree(.)

=)
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Reverse Engineering of Perl

Visualizing Dependencies in EPrints [Wechselberg, 2013] C|AlU
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of Perl

First shot with full instrumentation:
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Visualizing Dependencies in EPrints

Customized visualization with Gephi by Christian Zirkelbach
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of Perl

EPrints.Scrag

EPrints}Plugin
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Debugging an endless Loop in EPrints V4

Identification of an endless loop by Sebastien Francois
Reverse Engineering and Performance Analysis with Kieker > Reverse Engineering of Perl

Y.V !

N. Ehmke, C. Wulf, and W. Hasselbring

NN e e e--TTTTTTTTTTToS
\ 25460 /7 -7 L
N\, -~ <<deployment component>>
- N V- > @21:..Itemref 1
<<deployment component>> [~ ~ -~
@]18:..MetaField < 4_ =
5 7] <<deployment component>>

‘il\\l R ~3I~--
N

l\\ \\ N
1 AIRRN
WO N
LIS U NN
[N
\
\

N > <<deployment component>> | 1|

Kieker Analysis Framework

@20:..Counter

RN @27...State
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Kieker in Space

Reverse Engineering and Performance Analysis with Kieker > Kieker in Space

$122E008911
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Kieker in Space

Some analysis results [Harms, 2013]

Reverse Engineering and Performance Analysis with Kieker > Kieker in Space

N. Ehmke, C. Wulf, and W. Hasselbring

=
H

@ AIRBUS

DEFENCE & SPACE

Zait in Sekunden
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Agenda

Kieker's WebGUI

Kieker's WebGUI
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Motivation

Kieker's WebGUI

¢ An API can be used to create, configure, and execute analyses.
e But what about...

e ...multiple projects and users?

o ..larger analysis networks?

e ...interactive visualizations?

XYPlot Memory utilization Display

XYPlot Memory utilization Display
40000

35000

30000

25000

20000
15000 | St £ 1
o | ]| .
o | S I - I )
0 o], Sz
009 510 5k12 54 516
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Features

Kieker's WebGUI

A multi-user web application
Kieker analyses can be configured and controlled in a browser
Cockpits visualize live results from running analyses

Developed since 2011

Still beta-stated, but an experimental approach for analyses cockpits

Included in the Kieker releases
Open-source (Apache License, V. 2.0)
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Live Demo

Kieker's WebGUI

Let’s take a look at Kieker's WebGUI!
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Agenda

Outlook

Outlook
m TeeTime
m ExplorViz
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TeeTime

A Motivation
Outlook > TeeTime

<<component>> ] <<component>> ] <<component>> ] <<component>>

TCP Reader byte Method Event entry/exit Trace Trace Visualizer
array event

i m Deserializer B! m Reconstructor o

trace

Use of Java’s Reflection API to invoke next stage
Check for type-safetiness on each deliver

Only readers are executed in a separate thread
Limited support for stage composition

Ports are realized by annotations
Unnecessary synchronization overhead
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TeeTI m e (https://sourceforge.net/projects/teetime)

A Generic and Concurrency-Aware Pipes & Filters Framework
Outlook > TeeTime

port pipe

stage queue

The pipe abstraction encapsulates
® stage execution, and
® synchronization between stages
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TeeTI m e (https://sourceforge.net/projects/teetime)

A Generic and Concurrency-Aware Pipes & Filters Framework
Outlook > TeeTime

port pipe .

A stage composed of multiple other stages
<<component>> @
<<component>> ]

ainaryFiozRocord
stage queue <<component>> ] <<component>> 5]

Switch [ Mee

m—-n —p

0
File 0 juj Record
The pipe abstraction encapsulates P ——
TeaFleaRecord
® stage execution, and

® synchronization between stages
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TeeTI m e (https://sourceforge.net/projects/teetime)

A Generic and Concurrency-Aware Pipes & Filters Framework
Outlook > TeeTime

Universitit zu Kiel

port pipe .

A stage composed of multiple other stages
<<component>> @
pr—

ainaryFiozRocord
stage queue <<component>> ] <<component>> ]
Swieh Werge
o—m poe n—
File 0 juj Record
The pipe abstraction encapsulates P ——
TextFieoRecord
® stage execution, and
® synchronization between stages
ove | eemoneney B enuyron | P
array m Deserializer [ event m Reconstructor
<<componenc>> ] <<component>> 5]
TCP Reader Trace Visualizer
ey B aniyen | <<oppenen
byte m Deserializer [ event m Reconstructor

Sample thread assignment
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3D Visualization of the EPrints Landscape L

ExplorViz Fittkau et al. [2013], http://wuw.explorviz.net/ c
Outlook > ExplorViz

- omm

@ Eploriz
€ [ localhost 335
[ DevModeon [ Devhiodeott

ExplorViz v  cxevew ctguaen

<+ BacctoLancscare P Exp030 Hooe!

155
0

00
B e R e R T R R s e s e 7 ot R PO e R e e e e )

Versen 008
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3D Visualization of the EPrints Landscape

ExplorViz Fittkau et al. [2013], http://wuw.explorviz.net/
Outlook > ExplorViz
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