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Performance (QoS) Problem Detection and Diagnosis
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Performance (QoS) Problem Detection and Diagnhosis
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Application Performance Management

= APM dimensions according to Gartner (2014)

End-user experience monitoring hitps:/fwww.gartner.com/doc/288942
Application topology discovery and visualization

User-defined transaction profiling

Application component deep-dive

IT operations analytics based on, e.g.,

=  Complex operations event processing

= Statistical pattern discovery and recognition

= Unstructured text indexing, search and inference
= Multidimensional database search and analysis

= APM tools (selection)
=  Commercial: —

ICELY IV O dynatrace eV I4

= Free/open-source:

el Yieker
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Application Performance Management

= APM dimens@ it N (o) e

SIIEEEE Performance problem detection and diagnosis
aVelelile1ile]y <  Reactive vs. proactive

WEEIgh Sl © Manuel vs. automatic (incl. recommendations)
Yo JoIleENelg) ©  State-based vs. transaction-based

IT operations analytics based on, e.g.,
=  Complex operations event processing

= Statistical pattern discovery and recognition
= Unstructured text indexing, search and inference
= Multidimensional database search and analysis

= APM tools (selection)
=  Commercial: —

a bk wbd e

= Free/open-source:

el Yiecker
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<

sieker Open Source APM Framework

S S e, e e e Analysis Configuration (via APl and WebGUI)
~ Monitoring Records - ; —— :

B a- s 0 9

— povaos - - firat sadhltat vamnacd Lomaniac C = - A

.

— - ¥ - g
. . - — Ly ®-@ Y o - > >
Monitoring log/stream R i *
- ~
- - -
- -
Cv—w “e .- .. - Jova =
Bor » o .xml
Node Cont T - J
package kickor.examples.userguide.chSbooksts DOCTYPE apecti PUBLIC = //Aspect//DTDY/EN
aspecy) |~
isport kieker . monitoring.annotation.Operatic WOST
OPHO
public class Bookstore { :
O

private final Catalog catalog =~ new Cati
private final CRM crm = new CRM(this.ca

NN —
beker Montoning probe aspect; oper S e * o AV s PCERT

public void searchBook() {
this.catalog.getBook(false);
this.crm, gotOffers();

" Monitoring Probe — MJH“J“M“_“ Q

Software System with Monitoring Instrumentation Online and Offline Visualization

Weker montoeing probe aspect) oper

Download : http:/kieker-monitoring.net/ Kieker is distributed as part of SPEC® RG's
repository of peer-reviewed tools for
guantitative system evaluation and analysis

http://research.spec.org/projects/tools.html
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T Model Extraction and Visualization

(5 Y @k@ (Selected Examples)

Legacy System Analysis
(Visual Basic 6)

Distributed Monitoring
(Java EE/SOAP)

Legacy System Analysis
(COBOL)

e, il ‘j_gl » DyQaMOd m ;Eoiaarekonzepﬁoﬂ

3D Visualization
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‘ LIVE
) @k@[ﬁ' keeps an eye on your software

-
Rse
.;

| ]
analyzing legacy systems / =

Discovery.

= Download

iore than 60 Participants Attended
vl SOSP ’14 in Stuttgart

= License Posted on 14.12.2014 by André van Hoorn

User Guide

QUICKLINKS

= Live Demo
= Features
= Documentation
= Quickstart Guide
= APl Documentation
= Support
= Contact
= &% Trac / Wiki
= B News & B Blog

-y
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References: Internal/External Researchers, Industry

Internal Researchers

Kieker iz cumrently maintained jointly by the following research groups from Kiel University and the Universidy of
Stutigart as part of their teaching and research activities, including collaborators from other academic or industrial
institutions.

cialy el University, Kiel, Germany — Researchers from the Kiel University’s Software Engineering
Group investigate innovative techniques and methods for engineering, evolving, and operating
continuoushy running software systems (research projects).

University of Stuttgart, Stuttgart, Germany — Researchers from the University of Stuttgart’s
*m"“’"" Relisble Software Systems Group investigate innovative quanfitative QoS analysis and
forecasting methods for distributed software-intensive systems [research projecis).

Fesl free to contact us if you are interested in any aspect of the Kisker framework.

External Researchers

Karlsrube Institute of Technology (KIT), Karsruhe, Germany — Researchers from the KiT's

g(l' Software Design and Quality Group are using Kieker for different purposes, e.g., for detecting
and diagnosing performance problems in systematic experiments. We are also collaborating

[rrreye Ry

with KIT researchers in the context of the WDbserve research project.

RWTH Aachen University, Aachen, Germany - Researchers from the RTWH Aachen
University’s Software GConstruction Group are using Kieker for monitoring-based architecturs
reconsiruction in their ARAMIS project on modelbased software architecture evolution and
analysis.

University of Movi Sad, Novi Sad, Serbia — Researchers from the University of Novi Sad were
using Kieker for adaptive monitoring of software systems in the context of performance
problem detection and diagnosis.

Warsaw University, Warsaw, Poland — Researchers from the Warsaw University employed
Kieker for dynamic data scquisition of software architectures.

¥ran Jiatong University, Xran, Shaanxi, China - Researchers from the Xfan Jiatong
University used Kieker for discovering architectural structures in software systems and to
analyze software call graphs.

Industry

Informatik AG

[T

» v cewe color

datapart

[e]prints

eyt g e

EWE

HsH %

NORDBANK

T NOVATEC

XING’

Tool-supported application performance problem detection and diagnosis

b+m Informatik AG, Melsdord, Germany — With b+m, we collaborated in the context of the
DynaMeod and MEMGES research projects. Moreower, Kisker is being used by b+m, eg., for
architecture discovery of large-scale COBOL mainframe systems. Contributions by b+m are par
of the Kieker releasse.

CEWE COLOR AG & Co. OHG, Oldenburg, Germany — With CEWE COLOR, we collaborated in
the context of the TnestSoft research project. CEWE COLOR provided a JavaEE-based web
portal as a case study system for application performance monitoring. Contributions by CEWE
COLOR are part of the Kisker releass.

Dataport AGR, Altenholz, Germany — With Datapor, we collaboraled in the context of the
DynaMod research project. Dataport provided a VBE-based case study system for architecturs
discovery based on hybrid analysis with Kieker.

EPrints Services, Southampton, United Kingdom — With EPrints Services, we collaborated in the
context of several thesis projects. We employ the EPrints system as a case study system for
software performance analysis with Kisker for Perd-based systems. The Eprints team provides
an integration of Kisker with EPrints as epkicker.

EWE TEL GmbH, Qidenburg, Germany — With EWE TEL, we collaborated in the context of the
TrustSoft research project. EWE TEL provided a JavaEE-based web porial as a case study
system for application performance monitoring. Contributions by EWE TEL are part of the Kieker
release.

HSH Mordbank AG, Kiel, Germany — With H5H Nordbank, we collaborated in the context of the
DynaMeod research project. The HSH provided a C#-based function Bbrary for architecture
discovery based on hybrid analysis with Kisker.

MowaTec GmbH, Leinfelden-Echterdingen, Germany — With NovaTec, we curmrently collaborate in
the context of different teaching projects on application performance management. MovaTec
published a nice blog article about their first experiences with Kisker.

SAP Research, Karsruhe, Germany — Mieker is used as a tool to collect performance data for
the Software Performance Cockpit. We are also collaborating with SAP Research in the context
of the iDbserve research project.

XING AG, Hamburg, Germany — With XING, we collaborated in the context of a Diploma thesis
on onfine performance anomaly detection (OPAD). XING provided fts core system xing.com for
evaluating the Kisker-based OPAD implementation.

André van Hoorn

Universitat
Stuttgart
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®PAD — Time Series Analysis Introduction

— Measurements

T Forocasie (359 Cl) Mean Forecaster
Upper Confidence (95% CI)
Lower Confidence (95% CI)

ARIMA Forecaster

— Measurements

— Forecasts (95% CI)
Upper Confidence (95% CI)
Lower Confidence (95% Clllrj

)

Forecasts for Wikipedia data (Kieker ®PAD example)



®PAD: Online Performance Anomaly Detection

DB: |cpad_deve\cpmem I:g:u.\cnm

{eva\ uation_2w2011_2

Sort |(time”: 1} | i [2000

From - to:
1324285440000 1324317000000 sptfmeanDLsmnLn ¢
20 ] ] g
Anomaly Score
0.75

(4]

(Bielefeld, 2012), (Frotscher, 2013)

<<Reader>> [1—»[] =<Filter=> | —>[

1

==Filte=> [

1L

Time Series
Extraction

Time Series
Forecasting

1 =<Fiter>> [}—»[] <<Filter>> [}—>[] =<Filter>> [
Anomaly Score Anﬂmgly Alerting
Calculation Detection (e.g., AMQP)
André van Hoorn Universitat

14/28 2014/03/16  Tool-supported application performance problem detection and diagnosis

Stuttgart



®PAD (cont‘d) — Time Series Extraction

==Reader== [1—=[] <=<Filter== —[] ==Filter>> [}—[] <=<Filter==> [1—[] <<Filter>> [}+—==[] <=<Filter== []

Time Senes Time Series Anomaly Score Anomaly Alerting
Extraction Forecasting Calculation Detection (e.g., AMQP)
Continuous Time . | [ M, Event on ES

r Discretization Function

. Time Series X

. . . Current Time
Discrete Time Series

select sum(value) as aggregation
from MeasureEvent.win:time_batch( 1000 msec )
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®PAD (cont‘d) —

=<Reader== [

‘'Ime Series Forecasting

]

<<Filter=> [1—>»[] <<Fiters> []

T—=[1 ==<Filter=> —[] ==Filter== [1}—>[] ==Filter=> [1—>
Time Series Time Series Anomaly Score
Extraction Forecasting Calculation

Anomaly Alerting
Detection (e.g., AMQP)
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®PAD (cont‘d) — Anomaly Score Calculation

==Reader== [1—=[] <=<Filter== —[] ==Filter>> [}—[] <=<Filter==> [1—[] <<Filter>> [}+—==[] <=<Filter== []

Time Senes Time Series Anomaly Score Anomaly Alerting
Extraction Forecasting Calculation Detection (e.g., AMQP)

0 0
1 2 3 4 5 6
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®PAD (cont‘d) — Anomaly Detection

=<Header>> [1—»[] <=<Filter=> —[] <<Filterr== [1—>{] =<Filter=> [1—[] =<Fiter=> [1—>[]

<<Filter>> []
Time Senes Time Series Anomaly Score Anomaly Alerting
Extraction Forecasting Calculation Detection (e.g., AMQP)

L}

0 —— Abnormal Score

—— Normal Score
0.5

7 - Anomaly Threshold
0

& Anomaly Detected
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XING’

(Marwede et al., 2009)

Hieker-based PPD&D Approaches

Based on time series
analysis (various algorithms)

®PAD part of Kieker release
Limited to problem detection
No architecture consideration
Case study at XING

Incorporates architectural

knowledge (e.g., deployment,
calling dependencies)

Focusing on offline analysis
Cf. Rohr (2015)



Instrumentation

(Pitakrat et al., 2013, 2014)

Hieker-based PPD&D Approaches

Adaptive monitoring
OCL-based decisions
Cf. Okanovic et al. (2013)

No dynamic (bytecode)
Instrumentation

Proactive, hierarchical

Inclusion of different statistical
techniques (e.g., time series analysis,
machine learning)

Combination of multiple data
sources (e.g., HDD SMART, log files)
and architectural knowledge
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Summary

= APM is an increasingly important topic
= PPD&D is one APM activity

= Mature APM tools exist
= Commercial tools

= Support monitoring for various platforms and technologies
» Only basic support for problem detection and diagnosis

= Kieker presented as an extensible open-source example
» Kieker-based approaches for problem detection and diagnosis

22/28 2014/03/16  Tool-supported application performance problem detection and diagnosis André van Hoorn



Challenges for APM and PPD&D (Selection)

1. Laborious and Continuous APM Configuration
= APM configuration time consuming and error prone
= Problem intensified due to faster development cycles

2. Problem Detection and Diagnosis
= Alerting thresholds hard to determine and to maintain
* Manual diagnosis requires extensive expert knowledge
= APM experts are scarce goods

3. Detachedness of APM processes
= APM processes often system-specific
* Few possibilities to deposit/reuse expert knowledge

23/28 2014/03/16  Tool-supported application performance problem detection and diagnosis André van Hoorn Universitat
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The End — My APM Wish List

* Transparency, Openness, Technology Transfer

"= e.g., sharing of best practices (libraries, white papers) for framework-
specific instrumentation, problem detection and diagnosis

* Interoperability

= e.g., common formats for instrumentation description, configuration,
measurement data (traces)

* Reproducibility, Comparibility

= e.g., sample/benchmark applications and datasets, case studies

» 7 SPEC RG DevOps Performance Working Group
rma hitp://research.spec.org/devopswa/

Performance
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Netflix OSS Recipes Application (Motivating Example)

NBCNews.com: Top NBCNews
headlines

Aeturning troops face ‘white knuckied' first

weexs

Country singer Mindy McCready dead n
apparent suicice

Ancthar mateor? ‘Fireballs’ light up Florda sky

Sourcea: Dorner tried to charm his way to
Meaxico

Gun suspect dead after hospital lockdown

CNN.com - Top Stories

Modei: Getting what | don't deserve
U.S. 'siave nasratives’ shoukd shock us
Afghanistan's future: Five questions
Meteor and asterold: 1 in 100M odds

Catholic church is more than the pope

Sample Applications and Recipes

RECIPES-RSS

Recipe: s

J RSS Reader Recipes that uses several of the
Netflix 0SS components More Info

Stars: 191

Forks: 55

Language: Java

Open Issues: 4

Updated: 03/11/15 @07:15:43

NETFLIX | OSS  Netflix Open Source Software Center
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TechCrunch » Startups

DealAnge! Launching API To Let Other Sites

P Country singer Mindy
. McCready was found
dead Sunday ‘from lomnt
what appears to be a
single se¥-inflicted gunshot wound,
police said.

-

nces

FIy Your Fiig 7 Let7s Se6 Somo European
Country Pavilions At Dasrupt In New York

herations: How Founders Can Fight Through

The Great Fragmentation Of Talent

Football News Headlines - Yahoo!
News

Goodall paki more than $29 milion by NFL In
2011

Gay nghts groups say U.S. spon reaching
Upping point

Scccer-Gay rights groups say U.S. sport
reaching ‘tipping point’

Packers raleasa record-setting defensive back
Woodson

NFL-Packers release record-satting defensive
back Woodson

Netfiix inc. 2013

U.S. News Headlines - Yahoo!
News

Thousands at climate rally in Washington call
on Obama to reject Keystone pipeline

White House drafts backup immigration plan,
Republicans balk

JFK hems auctioned 50 years afher his
assassination
In a first, Obama plays go¥ with Tiger Woods

Storm brings snow, gusty winds to New
England

Post Politics: Breaking Politics
News, Political Analysis & More -
The Washington Post

Congressional staffers often travel on tabs of
foreign governments
Senate Rapublicans w
Hage! confrmation, but keep up criticism of
him

lling to clear way for

The question of Clarence Thomas

President Obama anjoys guys’ waakend, goifs
with Tiger Woods

7Saturday Night Live? on Marco Rublo7s sip
slip

Download: https://github.com/Netflix/recipes-rss

Tool-supported application performance problem detection and diagnosis

Source: http://techblog.netflix.com/2013/03/introducing-first-netflixoss-recipe-rss.html
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Netflix OSS Recipes Application (cont‘d)
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Problem Symptom 1: Increased Response Times
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Problem Symptom 2: Service Unavailability
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Problem Detection and Diagnhosis Approaches

" Features
= Reactive vs. proactive
= Manual vs. automatic
= State-based vs. transaction-based etc.

= Statistical techniques
= Time series analysis
= Anomaly detection (incl. change detection)
= Machine learning etc.
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Example Kieker Plots for Netflix OSS Recipes Application
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