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Performance (QoS) Problem Detection and Diagnosis 

An unexpected 

error occured 

Temporarily  

not available 

… more capacity 

is on the way 

Please visit us 

again later 

Service 

temporarily  

unavailable 

Service  

not available 

We are 

experiencing 

heavy demand 

Try again later 
Temporarily 

unavailable 

How to (semi-)automate  

1. the detection of performance problems? 

2. pinpointing the root cause (i.e., diagnosis) 

3. the proactive detection and diagnosis? 
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Application Performance Management 

 APM dimensions according to Gartner (2014) 
1. End-user experience monitoring 

2. Application topology discovery and visualization 

3. User-defined transaction profiling 

4. Application component deep-dive 

5. IT operations analytics based on, e.g., 

 Complex operations event processing 

 Statistical pattern discovery and recognition 

 Unstructured text indexing, search and inference 

 Multidimensional database search and analysis 

 APM tools (selection) 
 Commercial:  

 

 Free/open-source: 

Tool-supported application performance problem detection and diagnosis 

https://www.gartner.com/doc/288942 

https://www.gartner.com/doc/288942
https://www.gartner.com/doc/288942
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Application Performance Management 
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 Free/open-source: 

Tool-supported application performance problem detection and diagnosis 
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Example ITOA activity: 

Performance problem detection and diagnosis 

• Reactive vs. proactive 

• Manuel vs. automatic (incl. recommendations) 

• State-based vs. transaction-based 

https://www.gartner.com/doc/288942
https://www.gartner.com/doc/288942
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Open Source APM Framework 

Tool-supported application performance problem detection and diagnosis 

 

Download : http://kieker-monitoring.net/ 

http://kieker-monitoring.net/
http://kieker-monitoring.net/
http://kieker-monitoring.net/
http://kieker-monitoring.net/
http://kieker-monitoring.net/


André van Hoorn 9/28 2014/03/16 Tool-supported application performance problem detection and diagnosis 

Model Extraction and Visualization 
(Selected Examples) 

Distributed Monitoring 

(Java EE/SOAP) 

Legacy System Analysis 

(COBOL) 

Legacy System Analysis 

(Visual Basic 6) 

3D Visualization  

of Concurrency 
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Download 

User Guide 

Issue Tracking 

Projects, publications, talks, tutorials 

Visit http://kieker-monitoring.net/ 
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References: Internal/External Researchers, Industry 

Tool-supported application performance problem detection and diagnosis 
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PAD – Time Series Analysis Introduction 

 

 

 

 

 

 

 

Tool-supported application performance problem detection and diagnosis Forecasts for Wikipedia data (Kieker PAD example) 

Mean Forecaster 

ARIMA Forecaster 
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*PPDD = Performance Problem Detection and Diagnosis 

(Bielefeld, 2012), (Frotscher, 2013) 

PAD: Online Performance Anomaly Detection 
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PAD (cont‘d) – Time Series Extraction 
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PAD (cont‘d) – Time Series Forecasting 

 

 

 

 

 

 

 

Tool-supported application performance problem detection and diagnosis 



André van Hoorn 17/28 2014/03/16 

PAD (cont‘d) – Anomaly Score Calculation 
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PAD (cont‘d) – Anomaly Detection 
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  Based on time series 

analysis (various algorithms) 

 PAD part of Kieker release 

 Limited to problem detection 

 No architecture consideration 

 Case study at XING 

 

Tool-supported application performance problem detection and diagnosis 

-based PPD&D Approaches 

*PPDD = Performance Problem Detection and Diagnosis 

 Incorporates architectural 

knowledge (e.g., deployment, 

calling dependencies) 

 Focusing on offline analysis 

 Cf. Rohr (2015) 

(Bielefeld, 2012), (Frotscher, 2013) 

(Marwede et al., 2009) 
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 Adaptive monitoring 

 OCL-based decisions 

 Cf. Okanovic et al. (2013) 

 No dynamic (bytecode) 

instrumentation 

Tool-supported application performance problem detection and diagnosis 

-based PPD&D Approaches 

*PPDD = Performance Problem Detection and Diagnosis 

 Proactive, hierarchical 

 Inclusion of different statistical 

techniques (e.g., time series analysis, 

machine learning) 

 Combination of multiple data 

sources (e.g., HDD SMART, log files) 

and architectural knowledge 

(Ehlers et al., 2011, 2012) 

(Pitakrat et al., 2013, 2014) 
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Summary 

 APM is an increasingly important topic 

 PPD&D is one APM activity 

 

 Mature APM tools exist  

 Commercial tools  

 Support monitoring for various platforms and technologies 

 Only basic support for problem detection and diagnosis 

 Kieker presented as an extensible open-source example 

 Kieker-based approaches for problem detection and diagnosis 

 

Tool-supported application performance problem detection and diagnosis 
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Challenges  for APM and PPD&D (Selection) 

1. Laborious and Continuous APM Configuration 

 APM configuration time consuming and error prone 

 Problem intensified due to faster development cycles 

2. Problem Detection and Diagnosis 

 Alerting thresholds hard to determine and to maintain 

 Manual diagnosis requires extensive expert knowledge 

 APM experts are scarce goods 

3. Detachedness of APM processes 

 APM processes often system-specific 

 Few possibilities to deposit/reuse expert knowledge 

Tool-supported application performance problem detection and diagnosis 



André van Hoorn 24/28 2014/03/16 

Future Work: 

Expert-Guided Automatic Diagnosis of  

Performance Problems in Enterprise Applications 

 

Tool-supported application performance problem detection and diagnosis 
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Future Work: 

Expert-Guided Automatic Diagnosis of  

Performance Problems in Enterprise Applications 
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The End – My APM Wish List 

 Transparency, Openness, Technology Transfer 

  e.g., sharing of best practices (libraries, white papers) for framework-
specific instrumentation, problem detection and diagnosis 

 Interoperability 

 e.g., common formats for instrumentation description, configuration, 
measurement data (traces) 

 Reproducibility, Comparibility 

  e.g., sample/benchmark applications and datasets, case studies 

  

        SPEC RG DevOps Performance Working Group 
       http://research.spec.org/devopswg/  

 

                         http://kieker-monitoring.net 

   

Tool-supported application performance problem detection and diagnosis 

http://research.spec.org/devopswg/
http://research.spec.org/devopswg/
http://research.spec.org/devopswg/
http://kieker-monitoring.net/
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BONUS/BACK-UP 

Tool-supported application performance problem detection and diagnosis 
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Netflix OSS Recipes Application (Motivating Example) 

Tool-supported application performance problem detection and diagnosis 

Download: https://github.com/Netflix/recipes-rss 
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Netflix OSS Recipes Application (cont‘d) 

Tool-supported application performance problem detection and diagnosis 
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Problem Symptom 1: Increased Response Times   

Tool-supported application performance problem detection and diagnosis 
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Problem Symptom 2: Service Unavailability  

Tool-supported application performance problem detection and diagnosis 
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Problem Detection and Diagnosis Approaches 

 Features 

 Reactive vs. proactive 

 Manual vs. automatic 

 State-based vs. transaction-based etc. 

 

 Statistical techniques 

 Time series analysis  

 Anomaly detection (incl. change detection) 

 Machine learning etc. 
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Example Kieker Plots for Netflix OSS Recipes Application 

Tool-supported application performance problem detection and diagnosis 

Edge Middletier 

GetRSSCommand 

AddRSSCommand 

DelRSSCommand Outgoing/incoming 

REST calls (Jersey) 

Backend call 

(Jersey) 


