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Monitoring on different system layers
Overview

Self-adaptive Software Performance Monitoring 
for Anomaly Localization 

3 / 25 

Application-level Monitoring 

▪ Observations in field 
▫ Extensive infrastructure monitoring, application monitoring not widespread 

▫ Reactive monitoring probe injection only 
(after a critical performance drop has occurred) 

Business  
Processes 

Services 

Application 

Middleware Container 

Virtual Machine 

Operating System 

Hardware 
Availability, reliability, … 

CPU/memory utilization, … 

Heap size, … 

Thread/connection pool sizes, … 

Response times, operational profile, … 

SLO appliance, workload, … 

Key performance indicators, e.g. process throughput, … 

Application monitoring 

Business/service monitoring 

Infrastructure monitoring 

Monitoring practice in the “real world” (based on what we’ve seen)

• Focus on system level (network availability, resource utilization) or
business level (key performance indicators)

• No systematic instrumentation on application level
• Monitoring as an “afterthought”: probes are only added when problems occurred.
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Application-Level Monitoring in Practice . . . !?
— Among Java Professionals —
Overview

Java monitoring tools being used
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“Java monitoring largely unknown.”
[codecentric GmbH 2009]

W. Hasselbring, A. van Hoorn Kieker 14. September 2015 @ Kiel 3 / 26



Application-Level Monitoring in Practice . . . !?
— At Facebook —
Overview

Scaling Facebook to 500 Million Users and Beyond
“Making lots of small changes and watching what happens only works if you’re
actually able to watch what happens. At Facebook we collect an enormous
amount of data — any particular server exports tens or hundreds of
metrics that can be graphed. This isn’t just system level things like CPU and
memory, it’s also application level statistics to understand why things are
happening.

It’s important that the statistics are from the real production machines that
are having the problems, when they’re having the problems – the really
interesting things only show up in production. The stats also have to
come from all machines, because a lot of important effects are hidden by
averages and only show up in distributions, in particular 95th or 99th
percentile.”

Robert Johnson, Facebook Engineering Director
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Framework Features & Extension Points
Essential Characteristics [Rohr et al. 2008, van Hoorn et al. 2009; 2012]
Overview

• Modular, flexible, and extensible architecture
(Probes, records, readers, writers, filters etc.)

• Pipes-and-filters framework for analysis configuration
• Distributed tracing (logging, reconstruction, visualization)
• Low overhead (designed for continuous operation)
• Evaluated in lab and industrial case studies

Kieker is open-source software (Apache License, V. 2.0)

http://kieker-monitoring.net

Recommended Tool of the SPEC Research Group

Kieker is distributed as part of SPEC RG’s repository
of peer-reviewed tools for quantitative system
evaluation and analysis,
http://research.spec.org/projects/tools.html
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Dynamic Analysis with Kieker
[van Hoorn et al. 2012]
Overview
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Core Framework Components
Overview
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Core Framework Components
Overview
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Core Framework Components
Overview
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Overhead Evaluation
[Waller and Hasselbring 2012]
Overview
Linear Rise of Overhead

MSEPT 2012 ― MulƟcore Influence on ApplicaƟon‐Level Monitoring Overhead Jan Waller and Wilhelm Hasselbring ― 31.05.12 14
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Regression Benchmarking
[Waller et al. 2015]
Overview

https://build.se.informatik.uni-kiel.de/jenkins/job/kieker-nightly-release/plot/
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Kieker Context: Application Examples
Overview

1 Architecture Discovery: Model Extraction and Visualization

2 Applicaton Performance Management: Anomaly Detection + Diagnosis
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Application Examples (12345/7)

Overview

Architecture Discovery: Model Extraction + Visualization (cont’d)

<<execution container>>
pikdb1

<<execution container>>
pikdb0

<<execution container>>
css0

<<execution container>>
css1

<<deployment component>>
@5:..AccountService

<<deployment component>>
@3:..KiekerTpmonResponseOutProbe

47406
<<deployment component>>

@8:..SupportService

3718 <<deployment component>>
@4:..EmailService

6530
<<deployment component>>

@7:..WebhostingService

1969

<<deployment component>>
@6:..DomainService1522

<<deployment component>>
@9:..DnsService

167

<<deployment component>>
@3:..KiekerTpmonResponseOutProbe

<<deployment component>>
@4:..EmailService

6386
<<deployment component>>

@5:..AccountService

47408

<<deployment component>>
@6:..DomainService

1556

<<deployment component>>
@7:..WebhostingService

1947

<<deployment component>>
@8:..SupportService

3772

<<deployment component>>
@9:..DnsService

176

<<deployment component>>
@1:..KiekerRequestRegistrationAndLoggingFilter

<<deployment component>>
@2:..KiekerTpmonResponseInProbe

50199

77410

77540

<<deployment component>>
@1:..KiekerRequestRegistrationAndLoggingFilter

<<deployment component>>
@2:..KiekerTpmonResponseInProbe

49751

75892

75894

$

2001

1972

53100

104751

53121

102035

[van Hoorn et al. 2009]

$ <<assembly component>>
@12:SGBSTART

1

<<assembly component>>
@1:PSGLOINI

<<assembly component>>
@2:S_GetEnvironmentVariableA

7

<<assembly component>>
@3:REALIA_GET_MACHINE_NAME

1

<<assembly component>>
@4:PATHMAKE

1

<<assembly component>>
@5:PSGLOFUN

3

<<assembly component>>
@9:JOBIDSAV

1

<<assembly component>>
@10:PSGLOSAV

2

5

<<assembly component>>
@6:SHIFTFUN

7

<<assembly component>>
@7:REALIA_FINDFIRST25

<<assembly component>>
@8:REALIA_FINDCLOSE

25

<<assembly component>>
@13:BUCHWAND2

<<assembly component>>
@44:REALIA_CREATE_UNIQUE_FILE

1

2

1

1

<<assembly component>>
@14:PASSWORT

3

<<assembly component>>
@15:DATUMFUN

1

<<assembly component>>
@16:PARMFILE

<<assembly component>>
@17:PATHFIND

1

<<assembly component>>
@18:MSGERZEU

1
<<assembly component>>

@19:MSGLAUFZ1

<<assembly component>>
@20:MSGMELDE

1

<<assembly component>>
@21:ZREPLACE

1

<<assembly component>>
@26:DATABASE

1

<<assembly component>>
@27:DATABTBA

1

<<assembly component>>
@29:SCRHANDL2

<<assembly component>>
@30:STRINFUN

1

<<assembly component>>
@31:SUCHEFUN

1

<<assembly component>>
@32:ZUGRIFUN

1

<<assembly component>>
@34:SGBINITA

4

<<assembly component>>
@42:SACHG-INIMO

1

<<assembly component>>
@47:PSGLO-MENNA

1

<<assembly component>>
@48:SACHG-SAVMO

1

1

<<assembly component>>
@25:DATABTRV

3

<<assembly component>>
@43:D9991FUN

3

1

87

<<assembly component>>
@22:DATABSPT

<<assembly component>>
@23:DATABLOK

13
<<assembly component>>

@24:BTRV

13

25

<<assembly component>>
@36:DATABSBS

9

13

13

<<assembly component>>
@28:SCRINOUT

25

4

<<assembly component>>
@33:SP2373110

1 1

1

1

1

7

<<assembly component>>
@35:USRIDENT

1

<<assembly component>>
@37:WKSIDENT

1

4

1

6

7

345

6

3
1

<<assembly component>>
@38:PSKVSINI 2

<<assembly component>>
@39:PSKVSSAV

1

<<assembly component>>
@41:DRUCKREO

1

<<assembly component>>
@40:PSKVSEDI

113

1

4
1

4

<<assembly component>>
@45:SGBMENWA

<<assembly component>>
@46:SGBMENUE

1

12

1

101

1

1

[Richter 2012]

[Magedanz 2011]

frmSTAT

Form_Load

4.981 ms

1MouseWheel

Form_KeyDown

3.219 ms

1

mnuFileStart_Click

mnuFileExit_Click

mnuHelpAbout_Click

mnuHelpSearchForHelpOn_Click

mnuHelpContents_Click

cmd_druck_Click

cmdClose_Click

38.524 ms

1

cmd_start_Click

2280.695 ms

1

Ausgabe
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15

MSHFlexGrid1_RowColChange

Statistik

2.847 ms

276

Zeile

txt_abt_GotFocus

3.596 ms

2

$

Module1.Main()

1

frmMain.mnuDatafrmAKTE_Click()
1

frmAKTE.cmdEdit_Click()

1

frmLogin.Form_Load()
1

frmLogin.txtPassword_gotfocus()

1

frmLogin.cmdOK_Click()

1

frmMain.MDIForm_Load()
1

frmLogin.Anwendung()

1

clsKlasse.Class_Initialize()

1

clsKlasse.pruef_user()

1

clsKlasse.pruef_abt()
1

clsKlasse.pruef_rechte()
1

AKTE.select()

1

clsKlasse.adoPrimaryRS_MoveComplete(ADODB.EventReasonEnum, ADODB.Error, ADODB.EventStatusEnum, ADODB.Recordset)
1

BENUTZER.select()
1

frmAKTE.Form_Load()

1

frmAKTE.Form_Resize()1

frmAKTE.tool_menu_begin()

1

frmAKTE.ob_frei()
1

frmAKTE.felder_sperren()
1

frmAKTE.SetButtons(Boolean)

1

frmAKTE.Option1_Click(Integer)

1

frmAKTE.txtFields_Change(Integer)

1

1

1

frmAKTE.pruefung_ob()

1

frmAKTE.Suchen()

1

frmAKTE.Abteilung()

1

frmAKTE.daten_binden()

1

frmAKTE.RtxtBoxtitel_Change()

1

frmAKTE.RtxtBoxenthaelt_Change()

1

frmAKTE.ob_sperren()

1

frmAKTE.felder_frei()

1

frmAKTE.IndexPosLesen()
1

frmAKTE.felder_sichern()
1

frmAKTE.tool_menu_edit()
1

frmAKTE.fuehrende_nullen(Long)1 1

1

clsKlasse.Class_GetDataMember(String, Object)

18

ABTEILUNG.select()
1

BENABT.select()
1

1

6

IPOS.select()1

[Wulf 2010, Döhring 2012] [Fittkau et al. 2013; 2015]
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Application Examples (67/7)

Overview

APM: Anomaly Detection + Diagnosis (cont’d)

[Bielefeld 2012, Frotscher 2013]

$

40912

Virtual Machine ’tier’
[ 41472/61098 | 0,03 | 25,90% ]

43498

Virtual Machine ’scooter’
[ 818/2176 | −0,07 | 23,43% ]

1088

Virtual Machine ’puck’
[ 1447/2943 | −0,03 | 24,48% ]

981

Virtual Machine ’klotz’

org.apache.struts.action.ActionServlet
[ 41827/85960 | 0,190 | 7,81% ]

40912

presentation.AccountBean
[ 494/1088 | −0,062 | 6,16% ]

1088

presentation.CartBean
[ 1107/2170 | −0,087 | 5,99% ]

2170

presentation.CatalogBean
[ 18138/26837 | 0,048 | 6,88% ]

26837

presentation.OrderBean
[ 1454/3917 | 0,094 | 7,18% ]

3917

service.hessian.client.OrderService
[ 484/981 | −0,057 | 6,19% ]

981

1088

service.hessian.client.AccountService
[ 523/1088 | −0,033 | 6,35% ]

10884224 47353981

43498 1088

service.hessian.client.CatalogService

getProductListByCategory(String)
[ 6365/12437 | −0,161 | −0,006 | 3,14% ]

1088

getCategory(String)
[ 6309/11349 | 0,216 | −0,037 | 3,04% ]

11349

getItemListByProduct(String)
[ 9167/9167 | 0,995 | 0,406 | 4,43% ]

getItemListByProduct(String,int,int)
[ 9167/9167 | 0,995 | 0,488 | 4,69% ]

9167

getProduct(String)
[ 3629/9167 | −0,046 | −0,281 | 2,27% ]

9167

getProductListByCategory(String,int,int)
[ 6402/12437 | −0,161 | −0,106 | 2,82% ]

12437

12437

91679167 1134911349

Deployment Context Level

Component Level

Component Level

Operation Level

service.hessian.client.OrderService
[ 484/981 | −0,057 | 6,19% ]

981

1088

service.hessian.client.AccountService
[ 523/1088 | −0,033 | 6,35% ]

10884224 47353981

43498 1088

service.hessian.client.CatalogService

getProductListByCategory(String)
[ 6365/12437 | −0,161 | −0,006 | 3,14% ]

1088

getCategory(String)
[ 6309/11349 | 0,216 | −0,037 | 3,04% ]

11349

getItemListByProduct(String)
[ 9167/9167 | 0,995 | 0,406 | 4,43% ]

getItemListByProduct(String,int,int)
[ 9167/9167 | 0,995 | 0,488 | 4,69% ]

9167

getProduct(String)
[ 3629/9167 | −0,046 | −0,281 | 2,27% ]

9167

getProductListByCategory(String,int,int)
[ 6402/12437 | −0,161 | −0,106 | 2,82% ]

12437

12437

91679167 1134911349

Component Level

Operation Level

[Marwede et al. 2009]
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What others are doing with Kieker
An example: Analysis of Calling Networks
Overview

Figure 1: An excerpt from the “applicationContext.xml” file of JPetStore 6.

Time
t1 t2 t3 tn

Software Method Call Process

Scheme 1:

Raw Calling Network

CG
∞

CG1 CG40 CG80 CG160

Scheme 2:

Growing Calling Network

Scheme 3:

Partitioned 

Calling Network

 

Color Lines of Code 

 0 – 45 

 46 – 90 

 91 – 135 

 136 – 180 

 271 – 315 

Figure 2: Calling Network model, a personal information management system – Makagiga’s Calling Network is
depicted in this figure.

one or a series of Calling Graph (CG). Three computing schemes
are proposed to generate CN. CN has the following characteristics
and advantages:

Firstly, CN has Power-law degree distribution, and is a typical
Small-world and Scale-free network (Scheme 1 in Figure 2). These
findings have laid a good foundation for further applying Com-
plex Network theory to evaluating software dynamic structure [31]
and behavior. Moreover, as CN is constructed dynamically, it is
directly related to a certain functionality of a system. In experi-
ments, we show that node centrality metrics in Complex Network
theory are useful in identifying significant modules for a web fo-
rum system’s posting functionality.

Secondly, this paper propose to model the dynamic method calls
from a Growing Network perspective. As shown in Scheme 2
in Figure 2. A very interesting phenomenon is observed: it is
discovered that all the software’s CN s obey the same growing
pattern – Densification Power Law. It is the first time to report
such phenomenon in software domain.

Thirdly, we propose to partition the original CN into a sequence
of CGs, as shown in Scheme 3 in Figure 2. It is discovered that
the Local Entropy, which is a quantification method in Complex
Network theory, exhibits very stable nature in such Calling Graph
sequence. Local Entropy is helpful in software runtime fault di-
agnosis and localization.

Finally, all the aforementioned methods and perspectives are in-
cluded in a single and integrated model, which is complementary
to existing models.

In summary, this paper makes the following contributions: 1) a
new and systematic model, CN, of software runtime method calls
is proposed. 2) three schemas are proposed to generate CN, then
several interesting features of CN are observed, such as Power-law
degree distribution, Densification Power Law and the stability
of Local Entropy in CN. 3) Experiments have been conducted

to show the application of CN in performance optimization and
runtime failure diagnosis.

The rest of this paper is organized as follows. In Section 2, the def-
inition of CG is introduced. A formal definition of CN is given,
then three CN generation schemes are discussed. In Section 3,
based on 10 real-world Java programs, the measurements, discus-
sions and applications of CN model and its generation schemes
are discussed. Section 4 gives the conclusion and future work.

2. CALLING NETWORK MODEL
2.1 Calling Graphs and Other Networks
CN is consisted of one or a series of CG. In this section, an illus-
trative example is given to describe the differences between CG
and other networks proposed in previous related works. Figure 3
(a) is a simple example code snippet in Java syntax.

Most of the networks previously proposed are constructed by stat-
ically analyzing the source code of the target system. For the
given code snippet, the networks in Figure 3 (b) and Figure 3 (c)
are constructed statically. Network in Figure 3 (b) is the Class
Dependency Network [25, 26]. Although other literatures [3, 20,
30] usually only gave methods to construct the networks, the in-
trinsic nature of these networks is same to the Class Dependency
Network ’s. In these networks, nodes are classes and edges rep-
resent relationships between classes. These relationships include
aggregation (A→B, A→C, and B→D), inheritance (D→C) and
interface implementation, and return / parameter types. The
Class Collaboration Graph [21] is similar to Class Dependency
Network except that the return / parameter type relationships
are not considered. Network in Figure 3 (c) is the Class Graph
[27], which only considers the inheritance relationships and is a
simplified version of the Class Dependency Network. Figure 3 (d)
shows the Object Graph [24], which is constructed dynamically.
Each node in Object Graph represents an object created during
program execution, and the edges are using relationships between
objects (b:B→d:D). The nodes c:C and c2:C are isolated because
they are used by the static main() method rather than an object.

Xi’an Jiaotong University, Shaanxi
[Qu et al. 2015; 2014; 2013, Zheng et al. 2011]
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Looking back . . . 2010–2013
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Looking back . . . 2014–2015
Review

20152014

2014

May Sept.

2015

May Sept.

1.11 1.12

SSP '15

?

regular meetings

iObserve

SOSP '14

1.9 1.10

FindBugs

W. Hasselbring, A. van Hoorn Kieker 14. September 2015 @ Kiel 15 / 26



References: Research and Industry
http://kieker-monitoring.net/research/references/
Review
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Downloads and Citations
http://sourceforge.net/, https://scholar.google.de/
Review
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Evolution of Kieker’s Code Size (’master’)
LOC obtained via wc -l <file>.java
Review
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Development Phases
Review

Phase 1: 2006 (Inception)
Phase 2: 2007–2009 (Production Systems)
Phase 3: 2009–2010 (Restructuring)
Phase 4: 2011–2012 (Quality Assurance, SPEC Review)
Phase 5: 2013–today (Distributed Development and Community Building)
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Agenda
Summary and Outlook

1 Overview

2 Review

3 Summary and Outlook
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Lessons Learned
Summary and Outlook

• Open source tool can increase visibility in academia and industry
• Funding for research projects is essential

• Incubator for technology transfer.

• Besides projects, we also provide professional coaching and training for
the software

• Kieker is also used as example and object for software engineering
teaching

• Success factors
• A crucial success factor for establishing Kieker was the early deployment in

production systems (Phase 2)
• Another boost came from the rigorous review process by the SPEC

Research Group (Phase 4)
• Licensing is also relevant

• Kieker is licensed under the Apache License, Version 2.0
• Impact !
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Outlook
Summary and Outlook

Current Activities (Selection)
• Kieker Trace Diagnosis

• Trace diagnosis tool to identify typical performance problems
• High-throughput infrastructure for Kieker Analysis

• Based on TeeTime [Wulf et al. 2014], http://teetime.sf.net

• Interoperability between APM tools (open exchange formats)
• Docker-based Kieker example (NetflixOSS RSS reader application)
• Analysis of Kieker Development process and infrastructure
• Split Kieker into multiple, independent components [Hasselbring 2002]

• under discussion . . .

Ticket System: Current/Upcoming Issues

http://trac.kieker-monitoring.net
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Thanks to All Contributors
Summary and Outlook

Various additional people contributed to
Kieker in the past years:

Jan Beye, Tillmann (Till) Bielefeld, Peer Brauer, Thomas Düllmann,
Philipp Döhring, Jens Ehlers, Nils Ehmke, Florian Fittkau, Albert Flaig,

Thilo Focke, Sören Frey, Tom Frotscher, Henry Grow, Reiner Jung,
Benjamin Kiel, Dennis Kieselhorst, Holger Knoche, Arnd Lange,
Marius Löwe, Marco Lübcke, Felix Magedanz, Sören Mahmens,

Nina Marwede, Robert von Massow, Jasminka Matevska,
Teerat Pitakrat, Oliver Preikszas, Sönke Reimer, Bettual Richter,

Matthias Rohr, Nils Sommer, Lena Stöver, Jan Waller, Nis Wechselberg,
Robin Weiß, Björn Weißenfels, Matthias Westphal, Christian Wulf,

Christian Zirkelbach

—Alphabetic list of people who contributed in different form
(source code, bug reports, promotion, etc) and intensity
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Report for Further Reading
Summary and Outlook

Accompanying Paper for this
Talk
W. Hasselbring and A. van Hoorn.
Open-Source Software as Catalyzer for
Technology Transfer: Kieker’s Development
and Lessons Learned.

Technical Report TR-1508, Dept. of
Computer Science, Kiel University, Kiel,
Germany. Aug. 2015.

http://eprints.uni-kiel.de/29463/

Open-Source Software as Catalyzer for Technology Transfer:
Kieker’s Development and Lessons Learned

Wilhelm Hasselbring1 and André van Hoorn2

1 Kiel University, Department of Computer Science, 24118 Kiel, Germany
2 University of Stuttgart, Institute of Software Technology, 70569 Stuttgart, Germany

Abstract: The monitoring framework Kieker commenced as a joint diploma thesis
of the University of Oldenburg and a telecommunication provider in 2006, and grew
toward a high-quality open-source project during the last years. Meanwhile, Kieker
has been and is employed in various projects. Several research groups constitute the
open-source community to advance the Kieker framework. In this paper, we review
Kieker’s history, development, and impact as catalyzer for technology transfer.

1 Introduction
The development of tools is common practice for researchers in order to demonstrate the
practicality of developed research approaches and to qualitatively and quantitatively evalu-
ate their research results. During the last years, there is an increasing trend that researchers
make their tools publicly available under an open-source license, e.g., allowing a more
thorough evaluation of work presented in research papers, as well as easing reproducibility
of results and building on the work of others. The state of these tools ranges from proof-
of-concept implementations to full-blown products. Popular examples of wide-spread and
mature open-source tools originally developed and maintained by researchers include the
probabilistic model checker PRISM [KNP11] and the R language and environment for
statistical computing [R D08].

Since 2006, we have been developing the Kieker framework for dynamic analysis of soft-
ware systems.1 In this paper, we review Kieker’s history, development, and impact as cat-
alyzer for technology transfer. Parts of this paper have been published in a PhD dissertation
[vH14, Chapter 15], which also includes a more detailed description of the framework (in
addition to [RvHM+08, vHRH+09, vHWH12]) as well as its development process and
infrastructure.

2 Kieker’s Development and Impact
This section reviews the past years of Kieker development and gives some indication of
the impact in terms of where and by whom Kieker has been developed and used.

1The Kieker framework’s web site—including downloads, documentation, publications, and references—is
available at http://kieker-monitoring.net

Accompanying paper for our talk at 1. Kieler Open Source Business Konferenz, Sept. 14, 2015,
Kiel, Germany.
Appeared as: W. Hasselbring and A. van Hoorn. Open-Source Software as Catalyzer for Technology
Transfer: Kieker’s Development and Lessons Learned. Technical Report TR-1508, Department of
Computer Science, Kiel University, Kiel, Germany. Aug. 2015.

W. Hasselbring, A. van Hoorn Kieker 14. September 2015 @ Kiel 24 / 26

http://eprints.uni-kiel.de/29463/


Visit http://kieker-monitoring.net
Summary and Outlook

Kieker is distributed as part of SPEC® RG's
repository of peer-reviewed tools for 

quantitative system evaluation and analysis
http://research.spec.org/projects/tools.html
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Kieker’s Development in Five Minutes
Summary and Outlook

http://kieker-monitoring.net/blog/

kiekers-development-in-five-minutes-1-10/
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Literature
Summary and Outlook

For a comprehensive list of publications, talks, and theses about Kieker, visit:
http://kieker-monitoring.net/research/
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Summary and Outlook
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